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Motivation Testb ed

* We implement the cooperative secret key generation on

 Due to broadcast nature of radio channels, disseminating
a 2-hop WSN testbed.

sensory data Is vulnerable to eavesdropping, and message

modification from an illegitimate eavesdropper. _ _ _
* The source node, I.e., node 1, disseminates data

packets to node 3 via node 2. Data packet rate Is fixed

* To Improve communication security in CPS, using a shared
at 1 packet/s.

secret key for data encryption/decryption Is crucial to support

data confidentiality, integrity, and sender authentication. _ _ _ _
y Jrity  BMR Is defined as the number of mismatch bits

between the source node and the sink node divided by

* The problem of unanimity of the generated key for the real- _ o
the number of bits extracted fr om RSS quantization.

time data dissemination is a challenge.

Contribution s

* A new data dissemination security protocol quantizes the
estimated received signal strength (RSS) measuements.

* The quantization intervals are cooperatively adapted to reduce
secret bit mismatch rate (BMR).

* The secret key generated by our protocol is based on channel
randomness over multiple hops, the eavesdropper at a
different location experiences independent channel fading,

which is not able to obtain the same key . The 2-hop WSN testbed.

Experimental Evaluation

BMR for varying inter-node distance.

» BMR /
The secure data dissemination Iin the CPS that contains n
nodes.  Reason: the low RSS causes a high randomness of
channel quality, which downgrades the probability that
the secret key of all the nodes is unanimous.
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