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Abstract

This paper proposes an innovative adversarial architecture based on Explainable Graph AtTention-embedded
autoEncoder (E-GATE), specifically designed to execute fairness manipulation that introduce biasing model
updates into the federated learning in edge-based Internet of Things (EdgeloT). E-GATE aims to generate biasing
model updates by maximizing the minimum Kullback-Leibler (KL) divergence between a device 19s local model
update and the global model. The E-GATE is trained with attention coefficients to obtain the hidden
representations of each data feature in the explainable graph. Additionally, the graph autoencoder is incorporated
within the E-GATE architecture to manipulatively reconstruct the correlations among model updates. This
approach maximizes the reconstruction loss while keeping the biasing model updates undetected. The EGATE
attack is implemented using PyTorch, and experimental results demonstrate that it successfully increases the
minimum KL divergence of benign model updates by 70.2%, effectively evading detection by existing defense
mechanisms.
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Abstract—This paper proposes an innovative adversar-
ial architecture based on Explainable Graph AtTention-
embedded autoEncoder (E-GATE), specifically designed to
execute fairness manipulation that introduce biasing model
updates into the federated learning in edge-based Internet of
Things (EdgeloT). E-GATE aims to generate biasing model
updates by maximizing the minimum Kullback-Leibler (KL)
divergence between a device’s local model update and the
global model. The E-GATE is trained with attention coef-
ficients to obtain the hidden representations of each data
feature in the explainable graph. Additionally, the graph
autoencoder is incorporated within the E-GATE architecture
to manipulatively reconstruct the correlations among model
updates. This approach maximizes the reconstruction loss
while keeping the biasing model updates undetected. The E-
GATE attack is implemented using PyTorch, and experimental
results demonstrate that it successfully increases the minimum
KL divergence of benign model updates by 70.2%, effectively
evading detection by existing defense mechanisms.

Index Terms—Federated learning, EdgeloT, fairness manip-
ulation, bias, graph attention networks, graph autoencoder

I. INTRODUCTION

Edge-based Internet of Things (EdgeloT) represents a
critical advancement that merges mobile edge computing
with IoT devices, enabling data processing close to the
data source [1]. By combining the computational power
at the edge with the flexibility of IoT devices, EdgeloT
allows for immediate data analysis and decision-making,
thus reducing latency and alleviating bandwidth constraints
associated with sending data to cloud servers [2]. This
capability is especially valuable for applications requiring
prompt responses, such as emergency management, envi-
ronmental monitoring, and smart city planning. EdgeloT
revolutionizes the way that data is processed, paving the
way for agile intelligent systems in metaverse [3].
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Federated learning greatly enhances data processing effi-
ciency and decision-making in EdgeloT [4]. As illustrated
in Fig. 1, federated learning-enabled EdgeloT involves IoT
devices equipped with sensors and computational units that
process data locally. Transmitting raw data to a server can
be bandwidth-intensive and raise privacy concerns. Instead,
federated learning allows each device to upload a shared
machine-learning model update with locally processed data.
These updates are the only data exchanged between devices
and a server or among the IoT devices. Upon receiving
the model updates from the devices, the server synthesizes
these updates to create a global model. This global model
is then transmitted back to the IoT devices, initiating the
next round of federated learning. However, the reliance
on aggregating updates from multiple devices makes the
federated learning vulnerable to attacks [4]. Manipulated
devices can inject harmful updates, which may distort the
learning model and lead to biasing decisions. This risk
is particularly significant in critical applications, such as
emergency response, environmental monitoring, and urban
surveillance.

To assess fairness on the server, one method involves
calculating Kullback-Leibler (KL) divergence between an
EdgeloT device’s model update and the global model. This
metric quantifies the difference between the probability
distributions of the local model updates and the aggregated
global model. By measuring this discrepancy, the server
can evaluate how much an individual EdgeloT device’s
contribution deviates from the collective model, thereby
determining the fairness of federated learning.

In this paper, we propose a novel manipulating model at-
tack to compromise federated learning fairness in EdgeloT.
Our approach leverages an Explainable Graph AtTention-
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Fig. 1: Federated learning-enabled EdgeloT, where IoT devices
equipped with sensors and computational units process data lo-
cally. Model updates are generated at the IoT devices based on
their local data, and uploaded to the server. A global model is sent
back to the devices to update their neural networks’ parameters.

embedded autoEncoder (E-GATE) at the manipulated de-
vices to generate biasing local model updates by analyz-
ing the characteristics of benign local models and global
models. Specifically, the manipulated device mimics the
behavior of a benign device, accessing the datasets for
the training of benign devices and receiving the global
models distributed by the server. E-GATE at the manipu-
lated device specializes in interpreting intricate patterns and
structures within explainable graph-based model updates. It
excels at compressing graph data into a manageable, lower-
dimensional space while preserving essential topological
features. The manipulated device then reconstructs the ex-
plainable graph’s structure to retain the local models’ struc-
tural properties and maximize the federated learning biases.
This altered explainable graph structure is used to create
harmful local models that align with the benign models’
data characteristics. As a result, these biasing local models
can disrupt the global model’s integrity while remaining
consistent with benign models, making the detection of the
E-GATE attack challenging.

This paper makes several important contributions:

o Introduction of a new fairness manipulation attack:
The manipulated IoT devices conduct the proposed
attack which creates biasing model updates based on
explainable graphs. This attack aims to manipulate the
federated learning fairness in EdgeloT environments
by altering correlations in benign local models while
maintaining their original data characteristics.

o Exploration of an E-GATE attack framework: We
examine a new E-GATE attack framework, which
maximizes the minimum KL divergence of the par-
ticipating IoT devices’ model updates. Moreover, the

E-GATE attack is trained to subtly modify explainable
correlations within local models, ensuring the manip-
ulation remains undetectable.

o Implementation and evaluation: The proposed E-
GATE attack was tested on a Support Vector Ma-
chine (SVM) model with PyTorch and Python. Using
CIFAR-10 datasets, numerical results show that E-
GATE successfully increases the minimum KL diver-
gence of benign model updates by 70.2%. The Cosine
similarities between the biasing model updates and the
corresponding global models are always below that of
the benign local model updates. This underscores the
attack’s effectiveness in impairing federated learning
fairness, as well as the invisibility of the manipulated
IoT device.

The structure of this paper is as follows: Section II
reviews existing research on adversarial attacks and defense
mechanisms within EdgeloT and federated learning. Sec-
tion III discusses the system model for federated learning in
EdgeloT, including aspects such as device interactions and
communication channels. In Section IV, we describe the
design and methodology of our E-GATE attack. Section V
details the performance evaluation of our approach. Finally,
Section VI presents the conclusion and future research.

II. RELATED WORK

This
EdgeloT and federated learning.

Unfair coordinating energy resources in smart grids can
lead to non-compliance from energy resource owners a grid
operator requests. For instance, the grid operator might ask
these owners to reduce their solar power output to manage
voltage rise issues, offering a tariff reduction in return. As

section reviews recent adversarial attacks in

discussed in [5], a false data injection attack was designed
to create unfair energy resource coordination by manipu-
lating the measurements sent from EdgeloT devices to the
grid operator. By altering the reported state of charge, the
manipulated device undermines the fairness in energy re-
source coordination with misleading data. An analysis was
conducted on eavesdropping and jamming attacks aimed
at causing a secrecy outage in fairness-oriented subcarrier
allocation within EdgeloT [6]. In the scenario involving a
manipulated device, the secrecy capacity and interception
probability were derived based on the maximum achievable
rate for legitimate communication.

The authors of [7] proposed a data-agnostic model poi-
soning attack, which requires no knowledge of training
data. An adversarial graph autoencoder was designed to
reduce the learning accuracy, where manipulated local
models are generated by leveraging the training datasets
and capturing the correlation patterns between benign local



and global models. In [8], a study was conducted on fair
detection of poisoning attacks to prevent the model from
either failing to converge or introducing biased classifica-
tion outcomes. Their approach focuses on balancing anti-
poisoning techniques, resulting in the creation of fairer and
increasing inclusive federated learning models.

In [9], a model poisoning attack was developed in which
a manipulated device can introduce or worsen algorithmic
bias against specific groups of devices, while still preserv-
ing a reasonable level of model utility, such as classification
accuracy. The attack assumes that a small portion of benign
devices (referred to as manipulated devices) have been
compromised, allowing the manipulated devices to manip-
ulate the training process on these devices. By solving an
optimization problem on a subset of local datasets, the
attack adjusts the model parameters within the redundant
space, negatively impacting the model’s performance for
the targeted group. A bias-driven approach was presented
in [10] for conducting membership inference attacks on
federated learning. A feature amplification technique was
studied to capitalize on the rapid increase of the exponential
function to magnify the distinctions between member and
non-member data. A network representation was presented
in [11] to enhance the graph autoencoder by preserving
node features and network structure information. This
method employed adversarial model learning to increase
the mutual information sharing between node features and
their representations during the encoding process.

III. SYSTEM MODEL OF FEDERATED
LEARNING-ENABLED EDGEIOT

In this section, we begin by outlining a federated learn-
ing, using image classification as an example. Additionally,
we introduce a defense mechanism that can be deployed at
the server to counter adversarial attacks.

We consider a federated learning involving N partic-
ipants, where I are benign devices, and the remaining
(N — I) are legitimate but manipulated devices (or attack-
ers). For each benign device ¢ € [1,I], the amount of
data available at the 7-th iteration is denoted by D;(7),
and an input data sample from device 7 is represented as
s; € [1,D;(7)]. This applies for all 7 € [1,T}], where T7,
is the total number of iterations in the federated learning.
The output produced by the machine learning model for
the input s; is indicated by y(s;).

At device ¢, the training loss function for federated
learning, expressed as L(w;(7);s;,y(s;)), quantifies the
approximation error between the input s; and its corre-
sponding output y(s;), where w;(7) represents the local
model of device .

Given D;(7), the loss function of federated learning in
the 7-th iteration is defined by

D;(r)
Fli(r) = 5y O Len(r)isiuls)) + B Flwi (),

D

where f(-) is a regularizer function that represents the effect
of the local training noise, and § € [0,1] is a coefficient.

Additionally, the model update for device 7 at round 741
can be defined as follows:

wi(T+ 1) + wi(r) = nVF(w;(1)), 2)

where 7 is the learning rate assigned to the devices.

During each iteration 7, all devices send their updated
models w;(7), for every device i, to the server. The server
then aggregates these updates to train the global model,
denoted as wg(7), for the 7-th iteration. The global model
we(7) is subsequently broadcast to all devices, allowing
them to continue training their local models for the next
iteration w; (7 + 1).

Measuring the Cosine similarity can be applied at the
server as a defense mechanism to detect manipulated model
updates [12]. The Cosine similarity calculates the angu-
lar similarity between every two devices’ model updates,
which is given by

o wi(r) wi(T)
Wi = ) 3)
[lws (T)]] - [Jlws (T
where ¢ and ¢ indicate two different devices, i, € [1, N]
and 7 # ¢'. || - || stands for cardinality of a vector.

IV. THE PROPOSED FAIRNESS MANIPULATION ATTACK

In this section, we present the threat model of the pro-
posed fairness manipulation attack, as well as the learning
architecture of the E-GATE.

A. Threat Model

Consider a scenario where (N — I') manipulated devices,
each with access to their own training data, participate in
federated learning, alongside I benign devices, as illustrated
in Fig. 1. These manipulated devices, who may pose as
legitimate devices, aim to subtly undermine the fairness of
the federated learning by generating and submitting ma-
nipulated local models during each communication round.
Let 7 represent the iteration index in the federated learning.
Furthermore, it is assumed that the presence of manipulated
model updates within the proposed E-GATE architecture
remains unknown to the server and the benign devices
throughout the training phase. Despite being unaware of
any manipulated devices, the server is responsible for
continuously monitoring and evaluating the local models
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Fig. 2: The architecture of the proposed E-GATE attack,
where a surrogate model is generated to extract labels of the
manipulated device’s biasing data. The adversarial GAT is
trained to obtain the hidden representations of each feature
in the explainable graph.

submitted by all devices to identify any manipulated or
biased contributions.

Specifically, a manipulated device j € [1, N — I| gen-
erates a biased model update w§(7) by exploiting the
parameters of the benign local models observed during
iteration 7. The server, unaware of the manipulated device’s
actions, aggregates the model updates from all devices,
including both benign and manipulated ones. The total
size of the training data reported to the server, denoted as
D¢g(7), is computed as the sum of the data sizes from all
benign devices, D;(7), along with the data size contributed
by the manipulated device, D?(T). This aggregation leads
to a compromised global model wg (7) that generates

I N-I N—I
Di(t D“ (1)
=2 i)+ > 5
ai;(
i=1 j=1 De(r =1 Dg(r)
“)
Specifically, o ;(7) is a binary variable indicating whether

manipulated device j is able to intercept the model update
w;(7). This value, af,(7), is known to the manipulated

device. In other words, if the manipulated device j can ex-
tract w; (7) based on the shared dataset for use in adversarial
training to craft a biased model update, then of () = 1.
Otherwise, o ;(7) = 0. The global model wg(7), after
being aggregated, is then broadcast by the server to all NV
devices.

The KL divergence between w; (7) and w(7) can be for-
mulated to measure the fairness of federated learning [13],
which is given by

dicr (w; (7),w% (1)) = Z P(w;(7"))log (%)

T7/=

where P(-) is a probability density function, and dkr, (-, -)
calculates the KL divergence between w;(7) and w& (7).

B. E-GATE Attack
Based on (4) and (5), the loss function with regard to
the federated learning fairness is defined as

5Loss = min dKL(wZ( )w%(T)) (6)
i€[1,N]

Fig. 2 presents the architecture of the proposed E-
GATE attack, which aims to maximize d1,s in (6). A
surrogate model g(D§ (7)) is used at the manipulated device
to extract a set of biasing feature vectors corresponding
to its adversarial training data. The feature vector rep-
resenting §(D$(7)), along with w;(7), is expressed as
h = {E}, fz, ..., he }, where e refers to the size of the graph
and h. is constrained by the number of features associated
with each vertex.

E-GATE is trained to obtain the hidden representations
of each feature in the explainable graph. Based on the
input of h, E-GATE calculates attention coefficients for
each of the vertices and features. Specifically, the encoder
is constructed using an architecture based on the M layers
of graph convolutional networks (GCN). This explainable
design enables the encoder to learn a representation that ef-
fectively captures the essential characteristics of the model
updates, which can be formulated as

2 = fe(2M 7, AW, (7)
where fa(-,-|-) represents a spectral convolution operation,
while w? signifies the weight matrix corresponding to the

M-th layer within the GCN [14].

Given an identity matrix I € R’*7, A can be formulated
as A= A+ 1, and we have Ay = > AJ j+. To generate
a feature representation of the graph, the encoder can be
written as

fa(ZM=1 AlwM) = @M(Z’%XT%ZMAWM), (8)



where ®M(-) denotes a nonlinear activation function, for
1

instance, tanh(-) or ReLU(-); meanwhile, A A4 rep-
resents the symmetrically normalized adjacency matrix.

The output produced by the graph decoder is the recon-
structed adjacency matrix, denoted as A, which is given
by

A = sigmoid (2™ (2*)") ©)

where the sigmoid function is specified by sigmoid(z) =
1/(1 + exp(—x)). This formulation suggests that the like-
lihood of correlation between model updates within the
graph increases with the magnitude of the inner product
(2M(zMT).

The discrepancy between A and its reconstructed coun-
terpart A is quantified through a reconstruction loss func-
tion, which is defined as

¢loss = EfG(ZJVI—17A‘wJVI) lOg p( ./zl\| ZM ) s (10)
where the probability p(A | ZM), determined by the
decoder, reflects the degree of correlation among the model
updates.

V. NUMERICAL ANALYSIS

This section presents the KL divergence of the EdgeloT
devices based on the CIFAR-10 datasets. The detection
efficacy of the E-GATE attack is examined through the
metric of Cosine similarity between the local models and
the global one, as depicted in (3).

For I = 5, Fig. 3 illustrates the KL divergence
dgr(wi(7),w& (7)) in (5) under the E-GATE attack. We
carried out an evaluation using the CIFAR-10 dataset,
focusing on two scenarios: one with a single attacker and
another with five attackers participating in the federated
learning. In each case, the figure illustrates the KL diver-
gence for every device over 100 communication rounds.
When five attackers are present, the KL divergence is
approximately three times higher than in the scenario with
just one attacker. This is expected, as a greater number of
attackers results in more manipulated model updates, i.e.,
w?(r)*, being incorporated into the federated learning. As
a result, the maximum loss function related to federated
learning fairness, as shown in (6), increases accordingly.

In particular, the five benign devices in both scenarios
exhibit similar KL divergence values. This consistency is
reasonable because the biased model updates generated by
E-GATE are aggregated into the global model, which is
used to update all devices. The incorporation of these biased
updates into the global model affects all devices uniformly,
leading to comparable KL divergence among the benign
devices.

e
(3}
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Case with 5 attackers

-
o

KL divergence
(3]

10 20 30 40 50 60 70 80 920
Communication rounds

Fig. 3: When I =5, the KL divergence dkr, (w;(7),w% (7))
under attacks with one or five attackers.
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Fig. 4: When [ increases from 5 to 30, the KL divergence
dir (wi(7),w& (7)) given three or five attackers.

In Fig. 4, we perform a comparative assessment of the
average KL divergence of the local models influenced
by the proposed E-GATE attack versus those impacted
by the existing model poisoning attack (MPA) and noise
poisoning attack (NPA) methods [15], [16]. Specifically,
MPA produces altered models with the goal of decreasing
the accuracy of federated learning, whereas NPA creates
models by adding Gaussian random noise to the global
model received from the server. Moreover, the performance
analysis examines scenarios with an increasing number of
benign devices, I, ranging from 5 to 30, and varying num-
bers of attackers, from 1 to 5. Notably, when five attackers
are involved, Fig. 4 demonstrates that the KL divergence
under the E-GATE attack shows a significant rise, being
70.2% and 85.4% higher than the KL divergences observed
under MPA and NPA, respectively.

To assess the stealthiness of the proposed E-GATE
attack, we examine the Cosine similarity between local
models and the global model, as defined in (3). Fig. 5 shows
that the Cosine similarities between the manipulated model
updates produced by the E-GATE attack and the global
models consistently remain lower than those of benign
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Fig. 5: Given 100 FL communication rounds and [ = 5, the
Cosine similarities of the local models are measured at the
server in order to detect a fairness manipulation attack.

local updates. This is because E-GATE attack is trained to
subtly modify explainable correlations within local models,
ensuring that the manipulation remains undetectable. This
makes it challenging for the server to detect and mitigate
fairness biases, as a result, the manipulated models can be
seamlessly merged with the benign ones.

VI. CONCLUSION AND FUTURE RESEARCH

This paper examines the impact of model fairness ma-
nipulation attacks on federated learning within EdgeloT
environments, where machine learning models are trained
locally on individual devices and aggregated by a server to
refine a global model. We propose a novel model fairness
manipulation attack, i.e., E-GATE, which creates biasing
model updates based on explainable graphs. E-GATE aims
to maximize the minimum KL divergence between a de-
vice’s local model update and the global model. E-GATE is
skilled at detecting and interpreting structural correlations
within the graph representations of these benign models,
as well as the features of the data that support them. By
reconstructing these explainable graph structures, E-GATE
maximizes the reconstruction loss while keeping the biasing
model updates undetected.

Future research into employing E-GATE for manipu-
lating federated learning in EdgeloT holds promise for
advancing offensive and defensive strategies. E-GATE’s
explainable ability to model intricate relationships and
dependencies in data positions it as a powerful tool for
developing fairness manipulation attacks tailored to the
unique topological structures of EdgeloT. On the defensive
front, there is growing interest in creating new models
to detect E-GATE-based attacks by examining explainable
graph properties for anomalies or signs of manipulation.
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