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Abstract 

Unmanned Aerial Vehicles (UAVs) enhance connectivity and accessibility for civilian and military applications. 
Criminals or terrorists can potentially use UAVs for committing crimes and terrorism, thus endangering public 
safety. In this article, we consider that a legitimate UAV proactively eavesdrops suspicious UAVs' communication 
via sending jamming signals, and tracks their flight for preventing intended crimes and terror attacks. An energy-
efficient jamming strategy is proposed for the legitimate UAV to maximize the amount of eavesdropped packets. 
Moreover, a tracking algorithm is developed for the legitimate UAV to track the suspicious flight by 
comprehensively utilizing eavesdropped packets, angle-of-arrival and received signal strength of the suspicious 
transmitter's signal. A new simulation framework is implemented to combine the complementary features of 
optimization toolbox with channel modeling (in Matlab) and discrete event-driven mobility tracking (in NS3). 
Moreover, numerical results validate the proposed algorithms in terms of packet eavesdropping rate and tracking 
accuracy of the suspicious UAVs' trajectory. 
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Energy Efficient Legitimate Wireless Surveillance

of UAV Communications
Kai Li, Member, IEEE, Razvan Christian Voicu, Student Member, IEEE, Salil S. Kanhere, Senior

Member, IEEE, Wei Ni, Senior Member, IEEE, and Eduardo Tovar

Abstract—Unmanned Aerial Vehicles (UAVs) enhance con-
nectivity and accessibility for civilian and military applica-
tions. Criminals or terrorists can potentially use UAVs for
committing crimes and terrorism, thus endangering public
safety. In this article, we consider that a legitimate UAV is
employed to track flight of suspicious UAVs for preventing
safety and security threats. To obtain flight information of
the suspicious UAVs, the legitimate UAV intentionally jams
the suspicious receiver so as to force the suspicious UAV to
reduce its data rate, and hence increase the eavesdropping
success. An energy-efficient jamming strategy is proposed for
the legitimate UAV to maximize the amount of eavesdropped
packets. Moreover, a tracking algorithm is developed for the
legitimate UAV to track the suspicious flight by compre-
hensively utilizing eavesdropped packets, angle-of-arrival and
received signal strength of the suspicious transmitter’s signal.
A new simulation framework is implemented to combine the
complementary features of optimization toolbox with channel
modeling (in Matlab) and discrete event-driven mobility
tracking (in NS3). Moreover, numerical results validate the
proposed algorithms in terms of packet eavesdropping rate
and tracking accuracy of the suspicious UAVs’ trajectory.

Index Terms—Unmanned Aerial Vehicles, Wireless infor-
mation surveillance, Proactive eavesdropping, Flight tracking

I. INTRODUCTION

Thanks to recent technological advances, many types of

Unmanned Aerial Vehicles (UAVs), more popularly known

as drones, are being widely used in complex real world en-

vironments. The recent availability of cost-effective UAVs

has considerably promoted its use in wireless surveillance

for homeland defense [1], [2]. However, with the rapidly

growing popularity of UAVs in the consumer market,

criminals or terrorists can potentially use them to establish

wireless communication for committing crimes and terror-

ism, e.g., reconnoitring and locating targets together for

dropping explosives [3], [4]. Therefore, there is a growing

need for government agencies to legitimately eavesdrop

critical data exchange of suspicious UAVs and monitor their
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flight. In particular, different from conventional wireless se-

curity that assumes communication links are used for lawful

purposes and aims to maximize secrecy against illegitimate

eavesdropping [5]–[7], we consider a legitimate information

surveillance scenario, where a legitimate surveilling UAV

aims to overhear the communication of suspicious UAVs

while tracking their flight trajectory, as shown in Fig. 1,

which contains a suspicious communication link, a wireless

eavesdropping link and a jamming link. Specifically, the

suspicious UAVs fly a collision-free formation flight, where

they periodically exchange flight information so as to keep

a prescribed relative distance and heading direction. Due to

fluctuation of wireless channels over time, the suspicious

transmitter controls its data rate over the channel to main-

tain a target outage probability at the suspicious receiver.

The suspicious receiver replies an acknowledgement

message (ACK) when the data packet of the suspicious

transmitter is successfully received. Otherwise, the data

packet has to be retransmitted by the suspicious transmitter.

Moreover, the legitimate UAV is able to jam the suspicious

receiver in order to force the suspicious UAV to reduce its

data rate, and hence increase the eavesdropping success [8].

The legitimate UAV can control its jamming power to

improve packet eavesdropping rate, especially when the

legitimate UAV is far from the suspicious transmitter and

receiver. Note that jamming the ACK packet of the suspi-

cious receiver can only leads to retransmission of the data

packet at the suspicious transmitter, where the data rate of

the suspicious transmitter is not adapted to the jamming

power.

Note that employing UAV as the legitimate eavesdropper

is due to the excellent mobility and maneuverability, as well

as the limited power of both the legitimate and suspicious

UAVs. In this case, the legitimate UAV is capable of fol-

lowing and maintaining a short distance from the suspicious

UAVs on the flight in order to monitor and intercept po-

tential safety-threatening messages and commands. We also

note that eavesdropping the communication of suspicious

UAVs and tracking their flight trajectory significantly affect

each other in legitimate surveillance. As shown in Fig. 2,

the flight trajectory of suspicious UAVs can be accurately

tracked by the legitimate UAV if their flight information is

eavesdropped. On the other hand, an accurate flight tracking

guarantees that the suspicious UAVs are covered by the

radio range of the legitimate UAV, which ensures their

communications can be overheard.

The problem of efficiently eavesdropping suspicious



2

transmission while tracking the suspicious flight is not

trivial. Several critical challenges arise in such a surveil-

lance scenario. First, given the time-varying, lossy airborne,

fading channels, the legitimate UAV may not be able to

precisely decode the entire message sent to the suspicious

receiver as the received signal-to-noise ratio (SNR) (and

accordingly the achievable data rate) at the legitimate UAV

may not always be above the minimum threshold. Note

that the suspicious transmitter can adapt its data rate so as

to maintain a target outage probability at the suspicious

receiver. It is therefore critical to control the jamming

power of the legitimate UAV to ensure the received SNR

is enough for decoding the data. Second, jamming the

suspicious transmission can decrease the achievable data

rate of the suspicious link, which in turn improves the

number of eavesdropped packets, i.e., eavesdropping rate,

at the legitimate UAV. However, sending jamming signals

without an efficient power allocation would result in fast

draining the energy of the legitimate UAV. Third, it could be

possible that some suspicious packets are not successfully

overheard due to poor SNR of the eavesdropping link. Thus,

the legitimate UAV needs to be able to persistently track

the suspicious flight trajectory given the uncertain channel

dynamics.

In this paper, we aim to maximize the eavesdropping rate

at the legitimate UAV via optimizing the energy expanded

in jamming, given a certain Signal-to-Interference-plus-

Noise Ratio (SINR) of the suspicious link. Specifically, an

energy-efficient legitimate proactive eavesdropping scheme

(PES) is proposed to facilitate the simultaneous eavesdrop-

ping and jamming for the legitimate UAV on the flight while

deriving the optimal jamming power in polynomial time. In

particular, by applying PES, the legitimate UAV eavesdrops

all data exchanges between the two suspicious UAVs even

when the address of their packets is periodically mutated.

Furthermore, a tracking algorithm is studied to figure out

waypoints of trajectory for the legitimate UAV by decoding

the eavesdropped packet. In case the eavesdropped packet

is not successfully decoded by using PES, the proposed

tracking algorithm also utilizes angle-of-arrival (AOA) and

received signal strength (RSS) of the suspicious UAV’s sig-

nal to ensure the eavesdropping coverage of the legitimate

UAV for the sake of persistent surveillance. In order to

evaluate the performance of eavesdropping and tracking,

a new simulation framework is implemented to combine

the complementary features of optimization toolbox with

channel modeling (in Matlab) and discrete event-driven

mobility tracking (in NS3).

Note that eavesdropping the communication of suspi-

cious UAVs can be performed even when the suspicious

link is encrypted. Once the legitimate UAV successfully

eavesdrops the suspicious data, a data hijacking algorithm,

e.g., exhaustive-key-search, dictionary or brute force, can

be carried out to decipher the eavesdropped packets. How-

ever, since we focus on efficient proactive eavesdropping

for improving the eavesdropping rate, the data hijacking

approach is beyond the scope of this paper.

The rest of the paper is organized as follows: Section II

reviews the literature on wireless security and UAV tracking

techniques. In Section III, the jamming power optimization

problem is formulated while PES is proposed. Moreover,

a legitimate tracking algorithm is also proposed for the

legitimate UAV to track the suspicious flight trajectory.

Simulation results are shown in Section IV, followed by

a conclusion in Section V.

legitimate UAV

suspicious sendersuspicious receiver

jamming  

link

eavesdropping 

link

flight  

direction

Eavesdropping range

Fig. 1: A wireless surveillance network that contains a

legitimate UAV, and two suspicious UAVs following a

collision-free formation flight.

Legitimate surveillance of 

suspicious UAVs

Eavesdropping  

communications

Tracking flight 

trajectory

Overhear the  

flight information

Ensure the 

eavesdropping coverage

Fig. 2: Eavesdropping communications while tracking flight

in legitimate surveillance of suspicious UAVs.

II. RELATED WORK

In this section, we review the literature on wireless

communication security and UAV tracking strategies.

A. Wireless security

A low-density parity-check protocol is presented in [9] to

secure wireless communication links against eavesdropping

while achieving an improved data rate. The protocol uses

randomness and key generation to ensure wireless commu-

nication security. In [10], a framework of key generation

schemes is studied to exploit the randomness of wireless

channels. In addition, a communication scheme is presented

to use multiple antennas to generate artificial noises to

degrade the channel quality of eavesdroppers [11]. The

authors in [12] introduce an idea of using a virtual array of

antennas to provide security against eavesdropping. They
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solve the problem of using smart antennas at higher layers

for security with a consideration of MAC and security

issues. As a complement to encryption techniques, physical

layer security has been widely recognized as an anti-

eavesdropping technique to enhance wireless security by

exploiting the characteristics of wireless channels [13],

[14]. In [15], physical layer security is studied to enhance

data secrecy against eavesdropping in device-to-device

communications underlaying cellular networks.

Jamming the eavesdropper is an emerging approach to

improving the quality of wireless security. In [16], a jam-

ming scheme is studied to help a legitimate user improve

data secrecy via sending jamming signals to the eaves-

dropper. The transmit power is allocated for the jamming

device, and a significant data rate gain can be achieved

even when the eavesdropper has much higher SNR than the

receiver. In [17], a self-protection scheme is developed to

send jamming signals to degrade the channel quality of the

eavesdropper. In [18], a hybrid artificial fast fading scheme

is presented to allocate transmit powers for a jamming

device. Given a non-coherent single-input-multiple-output

channel, the jammer using this scheme achieves a high

secrecy performance. A beamforming, jamming and power

allocation scheme is studied to address data transmission

security in an amplify and forward relay network [19].

Zhang et al. study jamming power control to improve data

secrecy of two legitimate users with an untrusted relay [20].

A Stackelberg game is employed to derive transmit power

of the users and the jamming power.

Eavesdropping is taken as an illicit passive attack in the

literature, which targets on disrupting or disabling lawful

wireless communications. Thus, their algorithms focus on

improving the secrecy against eavesdropping, which is not

applicable to legitimate wireless surveillance.

In general, there is a lack of research on legitimately

eavesdropping suspicious UAVs’ communication. Some

recent work is trying to fill this gap. In [8], [21], [22],

the authors present a number of approaches to improve the

eavesdropping rate for the legitimate wireless surveillance.

However, they study the proactive eavesdropping problem

in the view of data rate controlling without considering the

mobility and trajectory variance between the legitimate and

suspicious nodes. In our previous work [23], a legitimate

surveillance problem in UAV communications is formulated

to eavesdrop the suspicious transmission with uncertain

channel dynamics. In particular, channel gain information is

known to the legitimate UAV at the beginning of each time

slot since the legitimate UAV can overhear the channels

of suspicious and eavesdropping link via channel probing.

The jamming power of the legitimate UAV is cognitively

adjusted according to the variation of the relative distance

between the legitimate UAV and suspicious UAVs. The

surveilling trajectory of the legitimate UAV is fixed as a

circle around the suspicious UAVs in [23], and it is assumed

that the flight of suspicious UAVs can be accurately tracked,

which is not affected by communication link dynamics.

Different from [23], in this work, the legitimate UAV has no

apriori information of suspicious trajectory. Thus, the flight

of the suspicious UAVs needs to be persistently tracked by

the legitimate UAV for the wireless surveillance over time-

varying channels.

B. UAV tracking strategies

For mobile target tracking with the UAV, the algorithms

in the literature can be generally classified to two cate-

gories, i.e., signal-based tracking and vision-based track-

ing. In the first category, the UAV determines the target’s

motion based on different aspects of the received wireless

signals such as RSS, AOA, or time difference of arrival

(TDOA). A navigation law is developed for the UAV

to track mobile ground units for communication relay

establishment without the apriori knowledge on ground unit

positions [24]. The navigation law employs two measure-

ments for each ground unit, the RSS and AOA. Koohifar

et al. [25] study UAVs that are equipped with wireless

transceivers locate a moving radio transmitter. A tracking

algorithm is developed to predict mobility of the target, and

steers the tracking UAVs only based on the signal strength

information obtained from the target. The authors in [26]

consider a scenario with two non-collocated UAVs where

their sensors measure TDOA over a number of emissions

from a targeted moving radio transmitter. To track the

target’s movement using TDOA, the multiple devices need

to be precisely synchronized to achieve meaningful TDOA

measurements. Different from the tracking strategies solely

relying on the received wireless signals, we propose a new

tracking algorithm based on the proactive eavesdropping

working with the signal-based tracking strategies.

In the second category, the UAV tracks the target by

using onboard vision sensors, e.g., camera and optical

sensor. The literatures [27]–[29] describe the development

and evaluation of the vision-based collision detection and

tracking algorithm suitable for UAVs. They also consider

optical measurements from cameras onboard the UAV to

estimate both the relative pose and relative velocities of

another UAV or target object.

III. ENERGY EFFICIENT LEGITIMATE WIRELESS

SURVEILLANCE

In this section, we firstly present channel model in suspi-

cious link, eavesdropping link and jamming link. Secondly,

we formulate the optimal jamming problem that maximizes

the amount of eavesdropped packets at the legitimate UAV.

Thirdly, the energy-efficient PES is proposed to improve the

eavesdropping rate. Lastly, the legitimate tracking algorithm

is investigated to pursue the suspicious UAVs.

A. Channel model

Without loss of generality, we assume that the suspi-

cious transmitter (denoted by UAVST ) communicates with

receiver (denoted by UAVSR) in a Time Division Duplex

(TDD) fashion. The suspicious communication between

UAVST and UAVSR consists of m number of time slots,

and each time slot is indicated by t. The distance between
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TABLE I: List of fundamental variables that have been used

Variables Descriptions

PL(t) Legitimate monitor jamming power at time slot t

Pmax

L
Maximum jamming power of UAVL

PST (t) Transmit power of UAVST at time slot t

γe(t) SNR of eavesdropping link at time slot t

γs(t) SNR of suspicious link at time slot t

Hs(t) Channel gain in the suspicious link

He(t) Channel gain in the eavesdropping link

K1,K2 Two constants relating to the channel

N0 Power of white Gaussian noise

d(t) Distance between UAVL and UAVST at time t

D(t) Distance between the two suspicious UAVs

n1, n2 Gaussian random variable

↵1, ↵2 Path-loss exponent of wireless channel

λ1, λ2

Coefficient considered to adjust the weights of the

autocorrelated component and independent component

δ SINR/SNR threshold

⇢(t) AMC rate at time slot t

✏ The required instantaneous bit error rate

R(t) PRR of suspicious data packets eavesdropped by UAVL

UAVST and UAVL is d(t) at time t. We consider that

UAVST and UAVSR move in an autonomous formation

flight, where the two UAVs synchronize their flight speed

at time slot t, and the distance between them is D(t) meters.

Moreover, the suspicious and legitimate UAVs fly in free

space, where the signals reflected from the ground and

surface of buildings are neglectable.

At time slot t, the channel gain Hs(t) in the suspicious

link, i.e., from UAVST to UAVSR, is given by the following

expression [30], [31]

Hs(t) =
λ1Hs(t− 1) + n1

p

1− λ2
1

D(t)↵2
, (1)

where ↵2 denotes the path-loss exponent in the suspicious

link. n1 is a complex Gaussian random variable. Due to

relative motion of the UAVs, the channel presented here

consists of two components, namely, an autocorrelated

component that relies on the previous channel condition,

and a component that is independent of previous channels.

The coefficient λ1 is considered to adjust the weights of

the two components. Typically, λ1 decreases with a growth

of the flying speed of the UAV. We define the SINR of the

suspicious link at time slot t as γs(t) [23], which is given

by

γs(t) =

s

Hs(t) ·K
−1
2 ln K1

✏
· (2⇢(t) − 1)

N0 + PL(t)
, (2)

where PL(t) denotes the jamming power of UAVL at t.
⇢(t) denotes the adaptive modulation and coding (AMC)

rate of UAVST at t, and the highest AMC mode is denoted

by ⇢M . K1 and K2 are two constants related to the channel.

N0 denotes the power of the AWGN. ✏ is the required

instantaneous bit error rate.

Likewise, the channel gain of the eavesdropping link, i.e.,

from UAVST to UAVL, at time slot t is given by

He(t) =
λ2He(t− 1) + n2

p

1− λ2
2

d↵1(t)
, (3)

where n2 is a Gaussian random variable, and λ2 is the

coefficient adjusting the weights of the two components.

↵1 denotes the path-loss exponent. d(t) defines the distance

between UAVST and UAVL, which varies with their time-

variant movement. In addition, the channel gains Hs(t),
He(t) and N0 are known to UAVL at the beginning of

time slot t, since UAVL can overhear the suspicious and

eavesdropping links via channel probing [32].

We define SNR of the eavesdropping link at t as γe(t),
which is

γe(t) =

s

He(t) ·K
−1
2 ln K1

✏
· (2⇢(t) − 1)

N0
. (4)

The eavesdropping and jamming are conducted in par-

allel at the same frequency, which may introduce self-

interference from the jamming to the eavesdropping an-

tenna. In our model, the self-interference at UAVL is as-

sumed to be cancelled by separating its eavesdropping and

jamming antennas for an extended distance, and employing

advanced analog and digital self-interference cancellation

methods [33], [34].

Given γe(t) and the regression model mapping SNR to

Packets Reception Rate (PRR) [35], the PRR of suspicious

data packets eavesdropped by UAVL, denoted by R(t), is

given by

R(t) = (1−
1

2
eβ1−β0γe(t))8(2f−l), (5)

where β0 and β1 are two constants in the regression model.

β0 controls the shape of the regression curve and β1 induces

horizontal shifts of the curve. f and l denote the frame size

and preamble size of a data packet, respectively. Moreover,

we have f > l as the frame must be longer than the

preamble.

In addition, Table I lists the notations and parameters that

are used in our channel model.

B. Problem formulation

UAVL aims to eavesdrop the packet from UAVST via

energy-efficiently jamming the suspicious transmission.

Based on the notations in the channel model, we formulate

the optimization problem for finding the optimal jamming

power to maximize the number of eavesdropped packets.

The amount of data successfully eavesdropped is
Pm

t=1 R(t) given m time slots. To guarantee that the le-

gitimate jamming and eavesdropping is undetectable by the

suspicious UAVs, the SINR of the suspicious link has to be

maintained at a certain value δ, which presents γs(t) = δ.

Specifically, the modulation of UAVST that is used to

transmit data to UAVSR is 2⇢(t) Quadrature Amplitude

Modulation (QAM), where ⇢(t) ∈ {1, · · · , ⇢max}. When

⇢ = 1, the modulation is the Binary Phase Shift Keying

(BPSK). When ⇢ = 2, the modulation is the Quadrature
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Phase Shift Keying (QPSK). ⇢max indicates the number of

modulation levels available for rate adaptation. Constraint

0 ≤ PL(t) ≤ Pmax
L , ∀t ∈ [1,m] specifies that the average

jamming power of UAVL during the eavesdropping period

must be no greater than the maximum transmit power of

the UAV, Pmax
L .

Then, the formulation of the problem is presented as

follows.

P1: max
PL(t)

m
X

t=1

R(t)

subject to : γs(t) = δ (6)

0 ≤ PL(t) ≤ Pmax
L , ∀t ∈ [1,m] (7)

1 ≤ ⇢(t) ≤ ⇢max (8)

However, the optimal jamming power cannot be explicitly

determined in P1, since ⇢(t) in (6) is unknown to UAVL.

Thus, to solve P1, the expression of ⇢(t) is presented in

terms of (6), which is

⇢(t) = log2(
δ2(N0 + PL(t))

Hs(t) ·K
−1
2 ln K1

✏

+ 1). (9)

In particular, (9) indicates that the modulation level at

UAVST is adapted to the jamming power PL(t) at UAVL.

Specifically, UAVST increases ⇢(t) to transmit data with

an increasing PL(t) so that the SINR of the suspicious link

at time slot t is maintained at δ. Moreover, considering

Constraint (8), the lower bound and the upper bound of the

jamming power PL(t) can be obtained by

PL(t) =

8

<

:

Hs(t)·K
−1
2 ln

K1
✏

δ2
−N0, if ⇢(t) = 1;

(2⇢max
−1)Hs(t)·K

−1
2 ln

K1
✏

δ2
−N0, if ⇢(t) = ⇢max.

(10)

Consequently, by substituting (4), (5) and (9) into P1,

the optimization problem is reformulated as follows.

P2: max
PL(t)

m
X

t=1

(1−
1

2
e
β1−β0δ

q

He(t)
Hs(t)

·(1+
PL(t)

N0
)
)8(2f−l)

subject to : 0 ≤ PL(t) ≤ Pmax
L , ∀t ∈ [1,m]

(11)

PL(t) ≥
Hs(t) ·K

−1
2 ln K1

✏

δ2
−N0 (12)

PL(t) ≤
1

δ2
(

(2⇢max − 1)Hs(t)K
−1
2 ln

K1

✏

)

−N0

(13)

Furthermore, we have the following lemma.

Lemma 3.1: P2 is monotonically increasing with respect

to PL(t) ≥
Hs(t)·K

−1
2 ln

K1
✏

δ2
−N0.

Proof: Let fP2(PL(t)) define the objective func-

tion of P2. The first-order derivative of fP2(PL(t)) is

given as (14). Due to PL(t) ≥
Hs(t)·K

−1
2 ln

K1
✏

δ2
−

N0, the relationship in (15) can be known. More-

over, we have (1 − 1
2e

β1−β0

r

He(t)K
−1
2 ln

K1
✏

N0 )8(2f−l)−1 ≥
0 since it is known that R(t) ≥ 0. Thus, (1 −

e
β1−β0δ

r

He(t)
Hs(t)

(1+
PL(t)
N0

)

2 )8(2f−l)−1 ≥ 0, which leads to

f 0

P2(PL(t)) ≥ 0. Therefore, we know that fP2(PL(t)) is

monotonically increasing, and the monotonicity of P2 with

respect to PL(t) ≥
Hs(t)·K

−1
2 ln

K1
✏

δ2
−N0 is verified.

C. Legitimate Eavesdropping Scheme

The optimal jamming power, P ?
L(t) in the problem P2, is

able to be derived by convex optimization techniques, e.g.,

interior-point method. Next, we propose the PES to allocate

jamming power for UAVL in real time, which is shown in

Algorithm 1. Specifically, γe(t) ≥ δ is required by UAVL to

successfully eavesdrop the suspicious transmission, which

gives (see Appendix for details)

PL(t) ≥
N0 · (Hs(t)−He(t))

He(t)
, (16)

where ⇢(t) is given by (9). Therefore, the jamming power

can be initialized by P 0
L(t) =

N0·(Hs(t)−He(t))
He(t)

.

Next, P 0
L(t) is examined by UAVL if the three constraints

in problem P2 are satisfied. Specifically, if one of the

constraints does not hold, it indicates that the required

jamming power is much higher than the optimal solution,

i.e., the quality of the eavesdropping link is too poor to de-

code the suspicious packet. In this case, UAVL eavesdrops

without sending jamming signals to interfere suspicious

transmission for the purpose of power efficiency. Moreover,

if Constraints (11), (12) and (13) hold, the optimal jamming

power P ?
L(t) is obtained by UAVL according to P2.

Algorithm 1 Proactive Eavesdropping Scheme

1: k denotes the time slot when UAVL sends jamming

signals.

2: Initialize: P 0
L(t) =

N0·(Hs(t)−He(t))
He(t)

.

3: Input: D,n, λ, ↵1, ↵2, δ.

4: UAVST transmits the packet using ⇢(t) over the suspi-

cious link, where the SINR is γs(t).
5: UAVL overhears the packet in the eavesdropping link,

where the SNR is γe(t).
6: UAVL obtains ⇢(t) with regards to (9) and P 0

L(t).
7: if 0 ≤ P 0

L(t) ≤ Pmax
L then

8: derive the problem P2 → P ?
L(t).

9: if
Hs(t)·K

−1
2 ln

K1
✏

δ2
− N0 ≤ P ?

L(t) ≤ 1
δ2

(

(2⇢max −
1)Hs(t)K

−1
2 ln K1

✏

)

−N0 then

10: PES is completed.

11: t = t + 1.

12: else

13: P ?
L(t) ← P 0

L(t).
14: end if

15: else

16: P ?
L(t) ← 0.

17: end if

18: Output: P ?
L(t).

Note that the power consumption of executing PES

is much smaller than the jamming power of UAVL,

and is comparatively negligible. Moreover, since (1 −
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f 0

P2(PL(t)) =
He(t) · 2β0δ(2f − l) · e

β1−β0δ

q

He(t)
Hs(t)

(1+
PL(t)

N0
)

Hs(t)N0
· (1−

e
β1−β0δ

q

He(t)
Hs(t)

(1+
PL(t)

N0
)

2
)8(2f−l)−1 · (

He(t)

Hs(t)
(1 +

PL(t)

N0
))−

1
2

(14)

(1−
e
β1−β0δ

q

He(t)
Hs(t)

(1+
PL(t)

N0
)

2
)8(2f−l)−1 ≥ (1−

e
β1−β0δ

v

u

u

t

He(t)
Hs(t)

(1+

Hs(t)·K
−1
2 ln

K1
✏

δ2
−N0

N0
)

2
)8(2f−l)−1

≥ (1−
e
β1−β0δ

s

He(t)K
−1
2 ln

K1
✏

δ2N0

2
)8(2f−l)−1

≥ (1−
1

2
e
β1−β0

r

He(t)K
−1
2 ln

K1
✏

N0 )8(2f−l)−1 (15)

1
2e

β1−β0δ

q

He(t)
Hs(t)

·(1+
PL(t)

N0
)
)8(2f−l) in P2 monistically in-

creases with an increase of PL(t), the optimal jamming

power, P ?
L(t), can be obtained by comparing the upper

bound required by (11) and (13), and the lower bound

required by (12). Therefore, P2 can be solved by using

linear programming, and the time complexity of PES is

O(m), which depends on the number of slots.

D. Legitimate Tracking Algorithm

Next, we present the legitimate tracking algorithm to

properly pursue the suspicious UAVs by using PES. In

case the eavesdropped packet is not successfully decoded

by using PES, the proposed tracking algorithm also utilizes

the AOA and RSS of the suspicious UAV’s signal to ensure

the eavesdropping coverage of the legitimate UAV for the

sake of persistent surveillance.

Due to terrestrial propagation environment and antenna

gain, the RSS at UAVL, denoted by φL(t), can be given

by [36]

φL(t) =
GSTGLPST (t)H

2
ST (t)h

2
L(t)

d4(t)
, (17)

where PST (t) denotes the transmit power of UAVST . GST

is the transmit antenna gain (i.e., UAVST ), and GL is the

receive antenna gain (i.e., UAVL). HST (t) and hL(t) define

the heights of UAVST and UAVL at time t, respectively.

Suppose that ✓(t) is the AOA of the eavesdropping signal

at UAVL at time t. The distance between UAVST and

UAVL at t1 and t2 is given by d(t1) and d(t2), respectively,

which can be obtained by in-flight RSS measurement [37],

[38]. Hence, the distance of UAVST ’s flight from t1 to t2,

denoted by ∆dST , can be given by

∆dST =
p

d2(t1) + d2(t2)− 2d(t1)d(t2)cos(✓(t2)− ✓(t1)).
(18)

Assume that the coordinates of UAVL at t1 and t2 in the

three-dimensional space are (xL(t1), yL(t1), zL(t1)) and

(xL(t2), yL(t2), zL(t2)), respectively. Then, we have

(xL(t2), yL(t2), zL(t2)) →

8

>

<

>

:

xL(t2) = xL(t1) + ∆dST

yL(t2) = yL(t1) + ∆dST

zL(t2) = d(t2) sin(1− ✓(t2))
(19)

In particular, when the packet is successfully

eavesdropped, the coordinates of UAVST , denoted

by (xST (t), yST (t), zST (t)), can be known to UAVL. In

this case, UAVL is able to derive the next waypoint of its

flight, which is xL(t2) = xL(t1) + [xST (t2) − xST (t1)];
yL(t2) = yL(t1) + [yST (t2) − yST (t1)];
zL(t2) = zL(t1) + [zST (t2)− zST (t1)].

Furthermore, Algorithm 2 presents the legitimate track-

ing scheme that comprehensively considers the eaves-

dropping outcome of PES, and the in-flight measurement

of AOA and RSS. Specifically, if the suspicious packet

is successfully eavesdropped by PES, i.e., γe(t) ≥ δ,

UAVL is able to derive its next waypoint based on (19).

Otherwise, UAVL measures the AOA and RSS of the

suspicious transmission in order to obtain ✓(t) and φL(t)
at t1 and t2. According to (17), the distance between

UAVST and UAVL at t1 and t2 can be given by applying

d(t) = 4
p

GSTGLPST (t)H2
ST (t)h

2
L(t)/φL(t). Therefore,

∆dST can be obtained by (18). Given (19), the next

waypoint of UAVL is updated by substituting ∆dST and

✓(t2). In terms of computational complexity, the legitimate

tracking scheme requires O(m) time in the worst case as

the PES could be conducted in Algorithm 2.

In addition, trajectory planning can be applied for UAVL

to track the suspicious UAVs in an energy efficient man-

ner [39]. However, since we focus on optimizing the

jamming power for wireless surveillance, the trajectory

design for UAVL is beyond the scope of this paper.

IV. PERFORMANCE EVALUATION

In this section, we firstly develop a new simulation

framework, Jamming and Aerial Mobility SIMulator (JAM-

SIM), which combines the complementary features of a

constrained optimization solver, i.e., Matlab, and a network
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Algorithm 2 Legitimate Tracking Algorithm

1: Initialize: φL(t) = 0, ✓(t) = 0, ∆dST = 0,

f0, PST (t), GST , GL.

2: if γe(t) ≥ δ then

3: UAVL carries out PES in Algorithm 1 →
(xST (t1), yST (t1), zST (t1));
(xST (t2), yST (t2), zST (t2)).

4: The next waypoint of UAVL’s flight is updated by

xL(t2) → xL(t1) + [xST (t2)− xST (t1)];
yL(t2) → yL(t1) + [yST (t2)− yST (t1)];
zL(t2) → zL(t1) + [zST (t2)− zST (t1)].

5: else

6: Measure AOA of the eavesdropping signal at t1 and

t2 → ✓(t1) and ✓(t2).
7: Measure RSS of the eavesdropping signal at t1 and

t2 → φL(t1) and φL(t2).
8: d(t1) and d(t2) ← Equation (17).

9: The ∆dST ← Equation (18).

10: The next waypoint of UAVL’s flight is updated ←
Equation (19).

11: end if

simulator, i.e., NS3. Next, we evaluate the eavesdropping

and tracking performance of PES working with the legiti-

mate tracking algorithm based on JAMSIM.

A. Legitimate Surveillance Simulation Framework

Our use of MATLAB is also because the proposed opti-

mization problem P2 in PES can be readily implemented by

using the MATLAB CVX toolbox. In addition, it is conve-

nient to generate fast changing airborne wireless channels in

MATLAB to simulate the proposed PES. However, tracking

UAV’s trajectory based on AOA and RSS has to be evalu-

ated using a discrete event-driven simulator [40], e.g., NS3.

To achieve a meaningful simulation, JAMSIM is developed

to evaluate proactive eavesdropping and legitimate tracking

performance in parallel.

Fig. 3 shows the block diagram of JAMSIM, which

contains the simulation carried out by Maltab and NS3.

Specifically, Algorithm 1 is implemented in MATLAB. The

patrolling speed of UAVL is set to 10 m/s. The total number

of data packets transmitted by UAVST is 100. UAVST

sends the flight information to UAVSR every time slot.

Meanwhile, UAVL eavesdrops the suspicious packet and

decides to jam its transmission. In addition, the suspicious

link, eavesdropping link, and jamming link are assumed to

be block-fading, i.e., the channels remain unchanged during

each transmission block, and may change from block to

block. The detailed system-level simulation parameters are

shown in Table II.

In terms of NS3 simulator, the flight trajectory of UAVST

is predetermined, which is unknown to UAVL. Conse-

quently, UAVL tracks suspicious flight based on either the

overheard packets using PES or the AOA and RSS using

Algorithm 2.

TABLE II: Simulation Parameters

Parameters Values

K1 0.2

K2 3

β0 2.6

β1 1

m 100

f 20 bytes

l 10 bytes

✏ 0.005

N0 3.98× 10−12 W

λ 0.3

↵1 3

↵2 2.5

n 0.005377

D 50 m

Pmax

L
40 dB

⇢max 8

Simulation framework for 

tracking and surveillance

Matlab

NS3

Proactive 

eavesdropping 

Performance

Legitimate 

tracking 

Performance

Suspicious flight 

trajectories generation

PES

Suspicious data flow 

generation
Legitimate 

Tracking Scheme

Trace 

files

Linux system commands

Airborne 

channel model UAVs 

configuration
Mobility model

Suspicious 

communication 

initialization

Fig. 3: A legitimate wireless surveillance simulation frame-

work for UAVs.

B. Eavesdropping communications between the suspicious

UAVs

Without loss of generality, we compare PES with two

legitimate eavesdropping strategies: (i) Proactive eaves-

dropping with constant jamming power (ConstJam), where

UAVL jams the suspicious link when it fails to decode the

packet. Moreover, the jamming power is set to 20 dB, which

is half the maximum transmit power of our simulated UAV

(In fact, the constant jamming power can be set to any

value below Pmax
L ); and (ii) Passive eavesdropping without

jamming (NoJam), where UAVL passively overhears the

packet broadcasted by UAVST , however, it does not send

jamming signals to the suspicious link [23], [33].

Fig. 4 shows the number of eavesdropped packets with

an increasing SNR of the eavesdropping link, i.e., γe(t),
where the SINR threshold of the suspicious link, i.e., δ
in Constraint (6), is configured to be 10 dB or 20 dB.

We can see that PES achieves more eavesdropped packets
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than ConstJam and NoJam. Generally, the performance of

PES and ConstJam increases linearly with γe(t), while

the one in NoJam does not vary much. Particularly, when

γe(t) = 25 dB, PES eavesdrops about 50% more packets

than ConstJam, and 92% more than NoJam. This is because

PES adaptively allocates the jamming power of UAVL

based on the quality of the eavesdropping link to purposely

change the data rate of UAVST , i.e., ⇢(t), for overhearing

more packets.

Furthermore, it is also observed that PES with δ = 10
dB eavesdrops more packets than the one with δ = 20 dB

when γe(t) increases from 0 to 10 dB, while converging to

100 packets when γe(t) increases from 10 to 25 dB. The

reason is that an increased SINR threshold of the suspicious

link leads to a high ⇢(t) as shown in (6), which requires

a high jamming power of UAVL given a low SNR of the

eavesdropping link. However, UAVL is unable to jam the

suspicious link if the required power is higher than the

maximum transmit power according to (7). Therefore, a

smaller number of packets can be eavesdropped in this case.

Moreover, with an increasing SNR of the eavesdropping

link, UAVL can successfully decode the suspicious packets

even the jamming power is low.
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Fig. 4: Number of eavesdropped packets by UAVL, where

the error bars show the standard deviation over 50 runs.

Fig. 5 depicts the energy consumption of UAVL on

jamming. It can be observed that the jamming energy

consumptions using PES and ConstJam decrease when SNR

of the eavesdropping link increases. This confirms that

UAVL jams the suspicious communications with a low

power given a high SNR of the eavesdropping link. NoJam

does not consume energy on jamming since UAVL does not

send jamming signals in this case. Moreover, PES incurs

82.9% less energy consumption than ConstJam on average

when δ = 10 dB and the SNR of the eavesdropping link

is 0 dB. This is due to the fact that PES adaptively adjusts

the jamming power of UAVL based on channel conditions

of the eavesdropping link. In particular, PES with δ = 10
dB saves more energy than the one with δ = 20 dB given

a low SNR of the eavesdropping link. This is because a

high SINR threshold of the suspicious link requires a high

jamming power, which causes high energy consumption of

UAVL.

In Fig. 6, we compare PES and the two existing algo-

rithms in terms of the number of eavesdropped/received
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Fig. 5: Energy consumption on jamming, where the error

bars show the standard deviation over 50 runs.

packets at UAVL and UAVSR. Specifically, the number of

eavesdropped packets at UAVL increases while the amount

of received packets at UAVSR drops when the average

jamming power increases from 0 to 16 dB. It confirms

the fact that UAVL using PES can eavesdrop more packets

with an increasing jamming power, which causes a large

interference to UAVSR. Moreover, we can also see that

UAVL and UAVSR receive similar amounts of packets from

16 to 40 dB. The reason is because the number of received

packets is bounded by a certain SNR of the eavesdropping

link. In this case, UAVL is unable to eavesdrop more

packets even the jamming power increases. Similarly, the

number of received packets at UAVSR does not further drop

since Constraint (7) does not hold. In addition, PES also

outperforms ConstJam and NoJam in terms of the number

of eavesdropped packets. Note that the average jamming

power with PES is P ?
L(t) given by Algorithm 1 while the

one in ConstJam is the fixed jamming power.

Average Jamming Power at UAVL (dB)
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Fig. 6: Number of eavesdropped/received packets for an

increasing average jamming power, where the error bars

show the standard deviation over 50 runs.

Note that the jamming energy consumption at UAVL can

slightly increase as a function of transmit duration of a

packet, due to the reduced transmit rate, given a certain

SNR of the eavesdropping link. This is because transmitting

a larger data packet takes longer time at the suspicious UAV,

which extends the eavesdropping and jamming duration at

UAVL for fully decoding the data. On the other hand, the

data packet size can also effect the eavesdropping rate. The

reason is that a large packet size leads to a high packet error

probability at the suspicious receiver (also at UAVL). As
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a result, the suspicious transmitter has to lower the data

rate for maintaining the target outage probability at the

suspicious receiver, which improves the eavesdropping rate

at UAVL. Moreover, jamming the suspicious receiver also

downgrades the data rate of the suspicious transmitter for

more efficiently eavesdropping.

C. Tracking flight trajectory of the suspicious UAVs

We evaluate trajectory tracking error of the proposed

legitimate tracking algorithm. In particular, we define the

tracking error as a distance between the actual next way-

point of UAVL, which is obtained by the proposed legit-

imate tracking algorithm, and its expected next waypoint

(i.e., ground truth), which is calculated by the coordinates

of UAVL plus the moving distance of UAVST along its

heading.

Fig. 7 shows the flight tracking performance of the pro-

posed legitimate tracking algorithm when δ in PES is set to

10 dB and 20 dB, respectively. Based on Figs. 7(a) and 7(b),

it can be observed that the trajectory of UAVL generally

matches the one of the suspicious UAVs, which confirms

that UAVL using the tracking algorithm is able to pursue the

suspicious UAVs in the case that the packet eavesdropped

by PES is not successfully decoded. In particular, when δ
= 10 dB in PES, the suspicious flight can be tracked more

accurately than the one with δ = 20 dB. The reason is that

a lower δ in PES leads to a larger number of successfully

eavesdropped packets on UAVST . To observe the perfor-

mance difference more clearly, a numerical comparison of

tracking error is provided in Fig. 7(c). Specifically, the

average tracking error on “(δ in PES = 20 dB)” and “(δ in

PES = 10 dB)” is around 1.23 and 0.45 meters, respectively.

In particular, the suspicious UAVs fly horizontally at the

first 240 seconds, and from 380 to 620 seconds, while

UAVL tracks their flight along the x-axis. During the other

time, the suspicious UAVs fly vertically, and UAVL tracks

the flight along the y-axis. The maximum tracking error

is 27.5 meters, which appears at the starting point when

UAVST changes their heading from horizontal to vertical.

Additionally, NoJam and ConstJam are not plotted due to

the low eavesdropping rate or high energy consumption

according to Figs. 4 and 5.

In fact, although the flight trajectory of the suspicious

UAVs in our simulation is fixed, it should be noted that

UAVL persistently eavesdrops data exchange of the sus-

picious UAVs to track their flight in real time. As the

eavesdropped suspicious packets are maximized on UAVL,

the proposed PES and Legitimate Tracking Algorithm are

general and can track any flight trajectory.

V. CONCLUSION AND FUTURE WORK

This paper presents the legitimate wireless surveillance

of UAV communications. The energy-efficient proactive

eavesdropping problem is formulated to facilitate the si-

multaneous eavesdropping and jamming for the legitimate

UAV on the flight. PES is proposed to optimize the jamming

power of the legitimate UAV to maximize the eavesdrop-

ping rate. The legitimate tracking algorithm is also studied

to utilize the AOA and RSS of the suspicious transmitter’s

signal to track their flight in case the eavesdropped packet is

not successfully decoded. Moreover, we developed a new

simulation framework, JAMSIM, to evaluate the wireless

surveillance performance of the PES working with the

legitimate tracking algorithm in UAV communications.

In our future work, incomplete self-interference cancella-

tion will be considered for the legitimate UAV. Furthermore,

multiple legitimate UAVs will be employed to cooperatively

eavesdrop the communication of the suspicious UAVs and

track their flight. We will also build a multi-UAV testbed to

test the proposed legitimate wireless surveillance of UAV

communications in outdoor scenario. In terms of system

implementation and deployment, first, a new autopilot soft-

ware will be developed for the resource-constrained em-

bedded hardware on the UAV. Since many motion control

operations on the UAV need to be executed in real time,

new software online testing techniques will be implemented

to verify the correctness of crucial safety-related autopilot

functionality. Second, a flexible software architecture will

be developed to aid scalability when controlling multiple

UAVs simultaneously without loss in control stability. In

this sense, the limits of tracking the suspicious flight

trajectory in a real world environment will be determined

under the effect of uncertainty and disturbances.

APPENDIX

According to (4), γe(t) ≥ δ can be further written as

s

He(t) ·K
−1
2 ln K1

✏

N0
≥ δ,

He(t) ·K
−1
2 ln K1

✏

N0
≥ δ2,

K−1
2 ln K1

✏

δ2
≥

N0

He(t)
(20)

where ⇢(t) is initialized to 1 to obtain the lower bound of

the jamming power. Eq. (12), by substituting (20) to its

right-hand side (RHS), can be rewritten as

PL(t) ≥
Hs(t) ·N0

He(t)
−N0,

PL(t) ≥
N0 · (Hs(t)−He(t))

He(t)
. (21)
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