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Abstract 

This paper proposes a new visual explanation-based defense mechanism, namely, FedCAMAE, against model 

poisoning attacks on federated learning (FL), which integratesLayer Class Activation Mapping (LayerCAM) and 
autoencoder to offer a scientifically more powerful detection capability compared to existing Euclidean distance-

based or machine learning-based approaches. Specially, FedCAMAE generates a fine-grained heat map assisted 
by LayerCAM for each uploaded local model update, transforming eachlocal model update into a lower-

dimensional, visual representation. To accentuate the hidden features of the heat maps, autoencoder is 
seamlessly embedded into the proposed FedCAMAE, which can refine the the heat maps and enhance their 

distinguishability, thereby increasing the success rate of identifying anomalous heat maps and maliciouslocal 
models. We test ResNet-50 and REGNETY-800MF deep learning models with SVHN and CIFAR-100 datasets 

under Non-Independent and Identically Distributed (Non-IID)setting, respectively. The results demonstrate that 
FedCAMAE offers superior test accuracy of FL global model compared to the state-of-the-art methods. Our code is 

available at: https://github.com/jjzgeeks/LayerCAM-AE 
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ABSTRACT

This paper proposes a new visual explanation-based de-

fense mechanism, namely, FedCAMAE, against model poi-

soning attacks on federated learning (FL), which integrates

Layer Class Activation Mapping (LayerCAM) and autoen-

coder to o�er a scienti�cally more powerful detection ca-

pability compared to existing Euclidean distance-based or

machine learning-based approaches. Specially, FedCAMAE

generates a �ne-grained heat map assisted by LayerCAM

for each uploaded local model update, transforming each

local model update into a lower-dimensional, visual rep-

resentation. To accentuate the hidden features of the heat

maps, autoencoder is seamlessly embedded into the pro-

posed FedCAMAE, which can re�ne the the heat maps and

enhance their distinguishability, thereby increasing the suc-

cess rate of identifying anomalous heat maps and malicious

local models. We test ResNet-50 and REGNETY-800MF deep

learning models with SVHN and CIFAR-100 datasets un-

der Non-Independent and Identically Distributed (Non-IID)

setting, respectively. The results demonstrate that FedCA-

MAE o�ers superior test accuracy of FL global model com-

pared to the state-of-the-art methods. Our code is available

at: https://github.com/jjzgeeks/LayerCAM-AE
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1 INTRODUCTION

Figure 1: An application of FL in banking, where mul-
tiple clients to jointly train a global machine learning
model without exposing their private and sensitive
data.

Federated learning (FL) has recently emerged as a privacy-

preserving distributed machine learning paradigm that al-

lows multiple clients to collaboratively train a shared model

under the orchestration of a server without sharing their

raw data [7], as shown in Fig. 1. While FL is able to enhance

https://orcid.org/1234-5678-9012
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Figure 2: Illustration of the proposed FedCAMAE architecture, where the server arbitrarily selects an image (e.g.,
an image with the label “butter�y”) from the global model testing dataset to create a heat map for every uploaded
model update. These heat maps �ow into an autoencoder for anomaly detection. The heat map corresponding to
the local model update has a large reconstruction error and is judged as malicious.

user data privacy protection, the distributed architecture of

FL makes it particularly susceptible to poisoning attacks [2].

Clients compromised by adversarial actors can alter model

update parameters, subsequently contaminating the global

FL models [4]. Existing countermeasures, using based on

Euclidean distance to distinguish the deviations between

malicious and benign models, which have been proven to

e�ectively resist such attacks [1, 6]. However, attackers can

carefully fabricate malicious local model updates such that

the Euclidean distances to benign counterparts below a spec-

i�ed threshold, thereby evading defense detection that relies

on this metric.

This paper proposes a new defense mechanism, dubbed

as FedCAMAE, against model poisoning attacks on FL. Fed-

CAMAE leverages LayerCAM to create �ne-grained heat

maps for all uploaded model updates. An autoencoder is

seamlessly integrated in FedCAMAE to reconstruct the heat

maps, while magnifying the discernible features of the heat

maps. The reconstruction errors of the heat maps are mea-

sured, and a threshold is created based on the statistics of

the reconstruction errors. A reconstructed heat map with a

reconstruction error surpassing the threshold is categorized

as abnormal, and the corresponding local model update as

malicious.

2 THE FEDCAMAE ARCHITECTURE

On the device side, each of the  benign clients utilizes the

Deep Neural Network (DNN) tailored speci�cally for im-

age classi�cation tasks, as shown in Fig.2. The DNN model

extracts relevant features from an input image (e.g., a but-

ter�y) through convolution (CONV) and pooling operations

and subsequently maps them to the corresponding classes

through fully connected (FC) layers. The attacker overhears

the local model updates uploaded by the benign clients. In

this work, we aim to defend against the graph autoencoder-

based model poisoning attacks [4]. Specially, the attacker

creates and uploads malicious local model update to pro-

gressively contaminates the global model and subsequently

the local models of the benign devices while keeping im-

perceptible by the server that Euclidean distance-based, or

similarity-based detection.

The server randomly picks an image from the global model

testing dataset that encompasses all categories of the clients’

dataset as input and passes through the convolutional layers

with weight and bias parameters that are replaced by each

local model updateW; , obtains the feature maps �; , which

are fed into a fully connected layer for �nal classi�cation, as

shown in Fig. 2. The heat map is computed as follows:

!
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Figure 3: Test accuracy vs. communication rounds for
ResNet-50 on Non-IID SVHN and CIFAR-100.

Figure 4: Test accuracy vs. communication rounds for
RGENETY-800MF on Non-IID SVHN and CIFAR-100.

with the importance of element-wise weights U
(2 )

;,:
(8, 9) =

'4!*
(

m. (2 )

�:

;
(8, 9 )

)

, where�:
;
(8, 9) is the activation of node in the

target layer of the model at position (8, 9), . (2 ) is the model

output score for class 2 before softmax, and : ∈ [1,  ] is the

index of the channels of the feature maps [3].

Each heat map !
(2 )

;,!0~4A��"
is �attened into a vector and

concatenated with the vectors of other heat maps as the

input to the encoder. During the autoencoder training, the

encoder compresses the heat maps from a high-dimensional

space to a low-dimensional space / also called the code or

the latent space. The code learns the underlying features

or representation of the heat maps, which are input to the

decoder for reconstructing the original heat maps. The re-

constructed heat map with a signi�cant error compared to

the original heat map is �agged as abnormal.

3 PERFORMANCE EVALUATION

We use SVHN and CIFAR-100 datasets to evaluate the perfor-

mance of our proposed FedCAMAE. Two existing schemes

of Multi-Krum [1] and FAA-DL [5] are compared.

Fig. 3 plots the test accuracy of ResNet-50 on Non-IID

SVHN and Non-IID CIFAR-100 datasets, demonstrating the

superiority of FedCAMAE. Under the Non-IID SVHN setting,

FedCAMAE achieves the highest test accuracy (0.95) of FL

global model and converges quickly (around the 20th com-

munication round) as it involves more benign clients in FL

training. This indicates that FedCAMAE can accurately �lter

malicious model updates. We obtain the same trend even if

we replace the SVHN dataset as CIFAR-100 dataset.

We replaced the ResNet-50 model with RGENTY-800MF,

and the trend of FL global model testing accuracy with com-

munication rounds is consistent with Fig. 3, as shown in

Fig. 4. The experimental results indicate that although the

complexity of local data plays a crucial role, the complexity

of the DNN model itself has limited impact on the malicious

detection of FedCAMAE.

4 CONCLUSION

In this paper, we proposed FedCAMAE, a novel and robust

shield defense against poisoning attacks on FL. LayerCAM

was leveraged to process the received local model updates

with a selected image from the test dataset, generating the

corresponding heat maps. An autoencoder was seamlessly

embedded in FedCAMAE to fortify the hidden features of the

heat maps. It was demonstrated experimentally that FedCA-

MAE signi�cantly outperforms the existing defense schemes

under the same setting tested.
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