pd

CISTER

Research Centre in

Computing Systems

Journal Paper

Resilience and Fallure Analysis in Next-
Generation Communication Networks: A
Contemporary Survey

Siguo Bi

Xin Yuan
Shuyan Hu

Kai Li*

Wei Ni*

Ekram Hossain

Xin Wang

*CISTER Research Centre
CISTER-TR-251001

2025



Journal Paper CISTER-TR-251001 Resilience and Failure Analysis in Next-Generation ...

Resilience and Failure Analysis in Next-Generation Communication Networks: A
Contemporary Survey

Siguo Bi, Xin Yuan, Shuyan Hu, Kai Li*, Wei Ni*, Ekram Hossain, Xin Wang

*CISTER Research Centre

Polytechnic Institute of Porto (ISEP P.Porto)

Rua Dr. Ant6nio Bernardino de Almeida, 431
4200-072 Porto

Portugal

Tel.: +351.22.8340509, Fax: +351.22.8321159

E-mail: fdbsg@fudan.edu.cn, xin.yuan@data61.csiro.au, syhul4@fudan.edu.cn, kai@isep.ipp.pt, wei.ni@cister-labs.pt,
ekram.hossain@umanitoba.ca, xwangl1@fudan.edu.cn

https://www.cister-labs.pt

Abstract

This paper provides a comprehensive exploration of network resilience in next-generation (xG) cellular
communication infrastructures. It begins with an introduction to the network science framework and its relevance
to modern communication systems, and then delves into the theoretical foundations of network resilience,
including key concepts from graph theory, complex network analysis, and cascading failure models. A detailed
examination of network failures in xG networks follows, employing graph-theoretic approaches to analyze failure
propagation, identify critical nodes, and assess network vulnerabilities. The paper also outlines practical
methodologies for enhancing resilience, such as adaptive topology design, failure prediction, and decentralized
architectural frameworks. The paper further discusses future research directions, emphasizing emerging
challenges and opportunities in network resilience. It also reviews ongoing standardization efforts aimed at
integrating network science principles into communication infrastructure design. Lessons learned and open
challenges are summarized that require further investigation, making it a valuable resource for researchers,
engineers, and practitioners seeking to advance the resilience and adaptability of xG networks.
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Abstract—This paper provides a comprehensive exploration
of network resilience in next-generation (xG) cellular com-
munication infrastructures. It begins with an introduction to
the network science framework and its relevance to modern
communication systems, and then delves into the theoretical
foundations of network resilience, including key concepts from
graph theory, complex network analysis, and cascading failure
models. A detailed examination of network failures in xG net-
works follows, employing graph-theoretic approaches to analyze
failure propagation, identify critical nodes, and assess network
vulnerabilities. The paper also outlines practical methodologies
for enhancing resilience, such as adaptive topology design, failure
prediction, and decentralized architectural frameworks. The
paper further discusses future research directions, emphasizing
emerging challenges and opportunities in network resilience. It
also reviews ongoing standardization efforts aimed at integrating
network science principles into communication infrastructure
design. Lessons learned and open challenges are summarized
that require further investigation, making it a valuable resource
for researchers, engineers, and practitioners seeking to advance
the resilience and adaptability of xG networks.

Index Terms—Next-generation (xG) wireless communication
network, cellular communication infrastructure, resilience, fail-
ure analysis, failure prevention.

I. INTRODUCTION

Next-generation (xG) networks, including the sixth-
generation (6G) and beyond 6G (B6G), represent highly
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complex, multi-layered, and interconnected systems essential
for modern infrastructure. These networks resemble complex
systems characterized by dynamic topologies, self-organizing
behavior, and a high degree of interdependency. At the heart of
this transformative wave is the central role of communication
and network systems, which thread through essential sectors,
including but not limited to telecommunications, power grids,
banking and finance, transportation, water supply systems,
supply chain, government services, and emergency services.
In this impending epoch, xG cellular communication infras-
tructures are poised to ascend to a pivotal position, advancing
beyond the achievements of their predecessors, including the
fifth-generation (5G) communication systems.

The implementation of 5G, characterized by its unwavering
focus on security, continuity, and availability, has already left
an indelible mark on critical infrastructures. Not merely con-
fined to incremental progress, 5G technology has orchestrated
remarkable feats in diverse domains. In the area of smart grid
management, the precision and efficacy of 5G have ushered in
a new era of energy resource exploitation, demonstrating high
flexibility [|1] and stringent security measures [2]]. The financial
and banking sectors, driven by an insatiable demand for low-
latency and high-security services, have found a reliable ally
in 5G, ensuring efficient operations and robust governmental
monitoring services [3]. The transportation and emergency
services sectors, both inherently reliant on instantaneous and
secure communication, have witnessed transformative benefits
by empowering 5G technology [4], [S].

In networked systems, analyzing failures is pivotal for
ensuring stability and reliability. Graph theory [|6], percolation
theory [7]], and cascading failure models [8]] serve as essential
tools for dissecting failure propagation mechanisms. Graph
theory, by representing networks as graphs of nodes and
edges, elucidates the impact of node connections on system
stability [6]]. Percolation theory evaluates network resilience by
examining the size of the largest connected component under
stress [7]. Cascading failure models simulate the dynamic
spread of failures from initial nodes throughout the network,
offering insights into critical components and mitigation strate-
gies [[8]], particularly in power systems where such failures can
lead to widespread blackouts.

Network robustness metrics, including node degree distri-
bution, clustering coefficients, betweenness centrality [9], and
spectral gap analysis, are indispensable for identifying key
nodes and vulnerabilities. Node degree distribution reflects
connectivity, while betweenness centrality highlights node
importance. These metrics assess network resilience against



ITU
JEEC

NFV
NGMN
NIST
NR
OBC
O-RAN
P2P
PAC
PathGNN
PCRF
PD
PoA
PSO
PTP

List of acronyms and abbreviations

3rd Generation Partnership Project

The fifth-generation

The sixth-generation

Artificial intelligence

Authentication and key agreement
Alliance for Telecommunications Industry Solutions
Beyond 6G

Bottleneck bandwidth and round-trip propagation time
version 2

Blockchain-based privacy-aware distributed collection
Base station

Certificate authority

Connected and autonomous vehicle
Convolutional neural network
Cyber-physical system

Cellular V2X

Decentralized autonomous network
Device-to-device

Dempster-shafer

Distributed denial of service
Decentralized identifier

Deep neural network

Domain name system

Deep reinforcement learning

Destructive physical analysis

Digital twin

Federated learning

Fault location, isolation, and service recovery
Field programmable gate array
Free-space optics

Genetic algorithm

Graph neural network

Global system for mobile communications
Grey wolf optimization

Integrated access and backhaul
Intrusion detection system

Independent evaluation group

Industrial Internet-of-Things
Incremental learning generative adversarial network
Internet of Things

Internet of Vehicle

Integrated sensing and communication
Information technology

In-phase and quadrature

International Telecommunications Union
Joint encryption and error-control

Key generation center

Key performance indicator

Low Earth orbit

Large language model

Line-of-sight

Long short-term memory

Long term evolution

Massive MIMO

Millimeter-wave

Medium access control

Management data analytics

Multi-access edge computing

Machine learning

Mobile fronthaul

Network function

Network function virtualization

Next Generation Mobile Networks
National Institute of Standards and Technology
New Radio

Onboard charging

Open RAN

Peer-to-peer

Protection, automation and control
Path-based graph neural network

Policy and charging rules function
Partial discharge

Proof-of-authority

Particle swarm optimization

Precision time protocol

QKD Quantum key distribution

QSDC Quantum secure direct communication
QoS Quality of service

RAN Radio access network

RF Radio frequency

RIS Reconfigurable intelligent surface
RSSI Received signal strength indicator
RTO Retransmission time

RTT Round-trip time

SAGSIN Space-air-ground-sea integrated network
SDN Software-defined networking

SF Service function

SFC Service function chain

SFF Service function forwarder

SMPB Smart mobile power bank

SVM Support vector machine

TCP Transmission control protocol
TCP-PEP TCP performance enhancing proxy
THz Terahertz

UAV Unmanned aerial vehicle

UDN Ultra-dense network

UE User equipment

URLLC Ultra-reliable and low-latency communications
UWB Ultra-wide band

V2G Vehicle-to-grid

V2X Vehicle-to-everything

VANET Vehicular ad-hoc network

VLC Visible light communication

VNF Virtual network function

vSDN Virtualized software-defined network
WLAN Wireless local area network

WWRF Wireless World Research Forum
XAI Explainable Al

xG Next-generation

ZSM Zero touch management

random failures or targeted attacks. Integrating these theories
and metrics provides a comprehensive analysis of network
fragility and risks, enabling the formulation of targeted strate-
gies to enhance overall system stability, ensuring resilience,
adaptability, and robustness [|10]—[/13]].

A. Notable Recent Failures in Communication Infrastructures

One notable case is Hurricane Katrina, which struck the
Gulf Coast of the United States in 2005. The hurricane
resulted in widespread destruction, flooding, and a breakdown
of critical infrastructure, highlighting the essential role of com-
munication systems in emergency response and recovery [14].

In 2020, a European Union (EU) annual report on telecom
security incidents highlighted that 40% of time loss, that is,
346 million hours, was attributed to telecom failures caused
by faulty software changes or updates [15]. In February 2021,
a severe snowstorm in the central United States caused power
outages, causing communication service failures and affecting
millions of people [16]. June 2021 witnessed a catastrophic
outage that affected critical websites and applications world-
wide, spanning the Americas, Europe, Asia, and South Africa.
The incident resulted from a network software failure triggered
by an inappropriate software update [[17]. An incidental outage
in the same month damaged an international information tech-
nology (IT) organization’s edge domain name system (DNS)
service. Airlines, subways, banks, and international companies
were affected [[18]]. Telecommunications and power systems in
the United States were threatened by devastating floods [19].



In July 2022, serious service failures in data centers in
London, UK, led to operational disruptions for major IT
companies like Google and Oracle. The core reason behind
the failure was the extreme weather that affected the normal
operation of the cooling system [20]. Concurrently, millions
of users in Japan faced disconnections caused by equipment
failure, affecting finance and transportation [21]]. November
2022 witnessed a security failure resulting from a hacker
attack, leading to severe information leakage for millions of
T-Mobile customers [22[]. There were extensive breakdowns
in Macau, China, in December 2022 due to an incidental
hardware failure in the Hong Kong cooling system [23]].

August 2023 brought severe telecom service failures to
Maui, USA, due to wildfires causing power failures in telecom
service infrastructures [24]]. In the same month, many Haitian
users experienced severe service failures due to fiber optic ca-
ble damage [25]]. The data communication system for national
bank statements in Japan failed in October 2023, affecting
banks and financial institutions. The initial report suggested
that the failure was possibly due to the update process of
the relay processor reaching its operational limit [26]. In
November 2023, Optus, the second largest network provider
in Australia, failed to connect to phone and Internet services,
with the cause not immediately identified [27].

Most recently, in February 2024, a network upgrade error
caused a nationwide service disruption in the USA, leaving
users with only SOS mode [28]]. In August 2024, a network
outage in Australia led to failed emergency calls due to delayed
reporting to authorities [29]]. In May 2025, a sudden telecom
failure left over 130,000 users without access to mobile
services across Quebec and Ontario in Canada [30]. In the
same month, potential cases, including aging infrastructures
and software faults, caused repeated radar and communication
failures, disrupting flight operations at the Newark Liberty
International Airport in the USA. Hundreds of flights were
therefore delayed or canceled [31].

Many existing failures of the above-mentioned are antic-
ipated not only to persist but also potentially worsen in
severity in future systems, due to the increased scale and speed
of operations. For example, security vulnerabilities currently
experienced in 5G networks [32], e.g., subscriber privacy
vulnerability [33]], may become more critical in 6G, where
higher data rates and broader connectivity could amplify the
impact of breaches [34]. The reliance on massive Internet of
Things (IoT) deployments could lead to frequent and severe
service disruptions if devices are not adequately protected
against cyber threats.

New failures or risks are likely to arise from new technolo-
gies and frequency bands that will be used in xG systems. For
instance, the integration of advanced technologies, e.g., artifi-
cial intelligence (AI) and machine learning (ML) in network
management, brings forth unique challenges [35], [36]], includ-
ing susceptibility to adversarial attacks or data poisoning. The
adoption of terahertz (THz) bands [37]], which promise greater
bandwidth, also comes with new vulnerabilities, including
a higher sensitivity to weather conditions that can severely
impact signal propagation and network reliability. Moreover,
the deployment of complex reconfigurable intelligent surfaces

(RISs) and massive MIMO (mMIMO) systems increases the
risks of hardware and system failures [38]], [39].

B. Motivation

As communication network systems grapple with increas-
ingly complex and dynamic risks, including cyberattacks,
environmental disturbances, and systemic overloads, com-
prehensive risk management frameworks and internationally
coordinated response protocols are imperative. Modeling such
risks involves not only assessing static vulnerabilities but also
understanding the temporal dynamics of failure propagation,
feedback loops, and recovery mechanisms that are particularly
critical in time-sensitive domains, such as emergency response
and autonomous mobility.

As arigorous engineering discipline, failure analysis uncov-
ers and traces the underlying mechanisms of failures, thereby
generating actionable insights to strengthen system robustness
and prevent cascading consequences. Although significant
progress has been made in investigating failure scenarios in xG
systems, the escalating complexity of these systems has driven
researchers to explore increasingly sophisticated analytical
approaches. A growing body of literature has emerged, propos-
ing diverse methodologies and solutions for effective failure
analysis and offering perspectives to enhance the reliability
and resilience of xG systems and applications.

Several emerging failure analysis and network technologies
hold significant promise for enhancing the resilience of com-
munication infrastructures to failures. For instance, decentral-
ized autonomous networks (DANSs) represent a paradigm shift
from traditional centralized architectures to distributed, fault-
tolerant systems [40]. By removing single points of failure
and enabling localized decision-making, DANs support fault
detection and response without reliance on central authorities.
Moreover, advances in quantum communications, €.g., quan-
tum key distribution (QKD) [41]], introduce unprecedented
security capabilities against unauthorized access and data tam-
pering. By offering instant detection of breaches and enabling
secure key exchange, QKD and related quantum techniques
can provide a critical security layer that contributes to failure
management and mitigates cyber-related failures.

C. Contribution

This survey enriches the discourse on failures, failure
analysis, and countermeasures in XG cellular communication
infrastructures, with the following contributions:

o We explore the critical role of failure analysis in sup-
porting network resilience for xG systems, particularly by
identifying network vulnerabilities and providing insights
for resilience design and assessment. We highlight how
failure analysis, as a foundational component of network
resilience frameworks, contributes to the robustness of
xG networks in the face of disruptions.

o We delve into a comprehensive review of representative
works by categorizing failures in 5G/6G systems and
applications, many of which are associated with new
frequency bands and techniques likely to be adopted in
xG. We also summarize constructive countermeasures
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Fig. 1: The structure of this survey.

tailored to address these failures, contributing to xG
network resilience, failure analysis, and prevention.

o We identify challenges and outline research directions,
including concurrent failures, distributed and/or cross-
domain authentication, self-modeling and healing, failure
dataset standardization, and distributed data recovery.

As depicted in Fig. [T} the structure of this survey is as
follows. Section II explores the theoretical foundations of

network resilience and failure analysis. Section III reviews
network failures in xG networks from a graph-theoretic per-
spective. Section IV provides engineering solutions for re-
silient networks. In Section V, we discuss efforts to standardize
and mitigate failures in XG communications and closely re-
lated Al systems. Section VI summarizes the lessons learned,
challenges, and open issues, followed by promising future
directions in network resilience in Section VII. The survey
is concluded in Section VIII.

II. THEORETICAL FOUNDATIONS OF NETWORK
RESILIENCE

Network resilience is a multifaceted concept grounded in
diverse theoretical foundations, including failure analysis, net-
work science, system dynamics, and reliability engineering.
These theories collectively form the framework for understand-
ing and enhancing network resilience.

A. Definition of “Failure” and “Failure Analysis”

1) Failure: The notion of failure can be illustrated when
one system, product, device, or component malfunctions due
to the deterioration of the exterior appearance or interior struc-
ture, depriving its original declared function. Appearance de-
formation can significantly impact the mechanical integrity of
communication equipment, leading to failures that cascade into
broader network issues. Bent antennas, for instance, can suffer
from misaligned directional patterns, reducing signal strength
and coverage. Deformed circuit boards may experience short
circuits or broken traces, disrupting electrical connections
and causing intermittent or complete signal loss [42]]. Loose
components, such as connectors or capacitors, can introduce
noise or intermittent failures, further degrading signal quality.
In addition, these physical deformations can compromise the
equipment’s thermal management, leading to overheating and
reduced performance. The product, device, or component can
be considered under failure once it is in accordance with being
under any of the three states [43]]; see Fig. 2}

2) Failure Analysis: As an efficient countermeasure to fail-
ures, failure analysis is a crucial scientific subject specifically
used for identifying the cause of failure, the underlying failure
mechanism based on the failure mode [44]. Failure analysis
is widely acknowledged as a rigorous and formal scientific
process that relies on multidimensional data collected from
various sectors of production and operation. This process
involves conducting comprehensive analyses to trace the in-
depth mechanisms and root causes leading to failures.

B. Types of Failures in Communication Systems

Table [] provides a comprehensive overview of various
critical issues affecting the robustness and reliability of xG
cellular infrastructures. The identified failure types encompass
transmission failure, service failure, network failure, power
failure, component failure, authentication failure, task integrity
failure, and physical security failure. Table [[] compares the
severity levels of the different failures.



TABLE I: Comparative summary of failure types

Failure Type

Definition

Main Causes

Service Failure

Disruptions in core services like cloud, edge, storage,
computation, and virtualization.

Inefficient management of dynamic requirements, imbalanced
service allocation, inadequacies in managing service demand.

Network Failure

Congestion, blockage, conflicts, and collisions; cascading
failure; traffic reliability issues in network components.

Incidental disruptions, inappropriate traffic management, improper
virtual network placement, and resource conflicts.

Power Failure

Malfunction in communication networks within power
grids.

Connectivity and energy consumption issues, incidental equipment
damage, and unreliability of Device-to-Device connections.

Component Fail-
ure

Malfunction or fault of critical components or modules
in critical infrastructure.

Electromagnetic device deterioration, aging, and fracture, inciden-
tal disruption from natural disasters, and environmental corrosion.

Authentication Mistaken granting or denial of permissions; critical in ~ Complexity in dynamic xG environments, decentralized nature,
Failure xG’s dynamic, Al-driven environment. and traditional authorization mechanisms may struggle.

Task Integrity =~ Compromised or altered tasks are crucial for maintaining ~ Advanced cyberattacks, interference in interconnected devices,
Failure trustworthiness in XG systems. and internal system errors.

Physical Security
Failure

Unauthorized interference or tampering with physical
components in xG systems.

Device theft, tampering, sabotage of critical infrastructure nodes,
and compromising localized networks.

TABLE II: Characteristics of different communication failures

Failure Type Occurrence Time

Recovery and Detection Difficulty Severity Level

Service failure
Network failure
Power failure
Component failure
Authentication failure
Task integrity failure

During operation

During data transmission
During operation

During communication
During data access
During mission execution

Medium High
Medium High
High High
Medium Medium
Medium Medium
High High

Completely cannot be repaired

Fig. 2: Three categories of failure states: the orange box denotes
devices or systems requiring replacement for recovery; the blue box
indicates devices or systems that fail to satisfy operational reliability
requirements; and the green box represents devices or systems that
do not meet specified performance indicators.

1) Service Failure: Service failures primarily pertain to
disruptions in operating services critical for supporting core
system and application functions. These services, which en-
compass cloud services, edge services, resource storage ser-
vices, computation services, and virtualization-based services,
cease to operate normally or consistently, impacting their
ability to fulfill designated functions [45]]. The key contributors
to service failures are inefficient management of dynamic
requirements, imbalanced service allocation, and inadequacies
in managing service demand.

2) Network Failure: Network failures are characterized
by congestion, blockage, conflicts, and collisions within the
network, primarily stemming from inefficient management of
network traffic resources [46]-[48]]. Network failures manifest
as traffic reliability issues in backhaul, software-defined net-

working (SDN), multi-access edge computing (MEC), radio
access network (RAN), and network slices. The key factors
contributing to network failures include incidental disruptions,
inappropriate dynamic traffic management, improper dynamic
placement of virtual networks, inadequate orchestration, insuf-
ficient base station (BS) management, and resource conflicts.
For example, the typical cascading failures are initiated by
a small subset of malfunctioning nodes in a communication
network [8], [49]], [50]. In many cases, redistributed data flows
could exceed the capacity of some links and routers, resulting
in network failures.

3) Power Failure: In communication networks dependent
on power grids, power failures, originating from grid outages,
can lead to substantial disruptions [51]. The primary causes
of power failures include connectivity and energy consumption
issues, incidental equipment damage, and the unreliability of
device-to-device (D2D) connections. For example, a power
delivery failure often starts with component failures in one
or several branches, leading to power delivery redistribution
due to the physical laws of circuit theory. The resulting com-
pensatory power flows can overload other branches, potentially
triggering power failures.

4) Component Failure: A component failure can be defined
as a situation where a malfunction or fault occurs in critical
components or modules that are integral to the critical com-
munication infrastructure. Then, xG is envisioned to play a
versatile role. The main causes of component failure are elec-
tromagnetic device deterioration, device aging, device fracture,
incidental disruption from natural disasters, and environmental
corrosion at the location for deployment [52]. For example,
the ever-increasing communication service needs in future
xG systems could push up the power flow delivery in many



BSs. The integrated circuits would experience heating and
temperature rise, causing possible damage to components.

5) Authentication Failure: An authorization failure repre-
sents a critical flaw where a device or application is mistakenly
granted or denied permission to access resources, execute
tasks, or perform actions within the network. Such failures
could arise from complexities introduced by the highly dy-
namic, Al-driven [53]], and decentralized nature of xG cellu-
lar infrastructures, where traditional centralized authorization
mechanisms may struggle to keep pace [54]]. For instance, the
promising Internet of Drones for critical tasks is in need of
efficient scheduling from the central control server. Then, a
malicious drone can launch attacks to affect the cross-domain
authentication, resulting in potential authentication failures.

6) Task Integrity Failure: In xG, a task integrity failure
denotes a scenario where a task, including its data transmis-
sion, processing, or any network operation, is compromised
or altered, either maliciously or inadvertently. This integrity
breach could result from advanced cyberattacks targeting Al
functions, interference in the vast web of interconnected user
devices, or internal system errors. Given that xG promises
operations at unparalleled scales and speeds, even minor task
alterations can cascade into significant disruptions, ensuring
task integrity is crucial. Take an unmanned aerial vehicle
(UAV) network as an example. A small set of malfunctioning
UAVs could severely impede the normal cooperation of the
UAV swarm, e.g., in a collaborative task like disaster rescue,
resulting in significant task integrity failures [55].

7) Physical Security Failure: xG systems are envisioned to
converge intricate digital infrastructures and the proliferation
of physical devices, including IoT sensors, edge servers, and
radio transmitters. From device theft and tampering to sabo-
tage of critical infrastructure nodes, physical security breaches
can introduce catastrophic vulnerabilities. Integrating robust
physical safeguarding measures is paramount, complementing
the advanced digital security protocols they uphold. Some
examples of physical attacks are eavesdropping and sabotage
to BSs and sensors in communication networks [56]. They can
lead to severe privacy breaches and loss of sensitive informa-
tion. Inefficient management of physical attacks could further
cascade down into system-wide physical security failures.

C. General Procedure of Engineering Failure Analysis

Given the inherent complexity of xG, a direct application of
general procedural principles to the distinctive context of xG
is deemed unrealistic, and hence, a more tailored approach
is imperative. Table [ITl] gives a comprehensive exploration
encompassing hardware failure, software failure [57], and
system/network failure, and considering the unique challenges
posed by xG.

1) Hardware Failure Analysis: When a physical entity fails
to fulfill its original purpose, there is a hardware failure.
Hardware is essential for critical infrastructure. Here, hardware
refers to key devices, modules, and components crucial for
emerging technologies. In THz communication, holographic
beamforming, RIS, digital baseband processing units, radio
frequency (RF) transceivers, and array antennas are indispens-

Electrical : Unpacking Checking the Extracting :
performance | | the electronic interior the selected ||
testing | device environment layer |
| = = = |
Tracing the Determining
Coun;::meas Conclusion cause and the location
mechanism of failure

Fig. 3: The general failure analysis procedures for xG hardware,
where the principle for this procedure is to timely, efficiently, and
effectively identify and locate a failure and to trace further the very
cause inducing the failure. The part of the procedure within the
dashed block is also called DPA, which can be replaced by other
non-destructive solutions.

+ Certainly leading to software defect

+ Not necessarily leading to software fault unless
satisfying certain triggering condition

defect

'

Fig. 4: The relationship among the four critical concepts of
software failure.

+ Not necessarily leading to software failure unless

there does not exist any fault-tolerant mechanism
-~

~

+ Certainly needing failure analysis

able. Specific hardware failures result from physical damage,
defect, or aging of devices, modules, or components.

The majority of hardware failures are due to electrical or
electronic issues, e.g., open circuits, short circuits, abnor-
mal leakage currents, and electrical breakdowns. The failure
analysis process for xG hardware can generally be outlined
sequentially, as illustrated in Fig. 3] The procedure within the
dashed block of Fig. [3]is called destructive physical analysis
(DPA), used for determining the defective devices potentially
leading to severe consequences [38].

In critical components like quantum cascade lasers [59]] and
sealed relays [60], DPA has been used as a crucial method
to boost the reliability of communication equipment. In par-
ticular, it can be used to provide structural failure analysis
reports of degraded quantum cascade lasers, and to iden-
tify the internal abnormality of sealed relays. By accurately
pinpointing failure modes and investigating internal flaws,
DPA facilitates the refinement of design and manufacturing
techniques, ultimately bolstering the stability and longevity
of devices [59], [60]. In general scenarios, DPA can be
flexibly replaced by resorting to flaw-detection tools, e.g., X-
ray or ultrasonic waves, especially considering the powerful
Al specialized in processing imaging [|61].

2) Software Failure Analysis: Software errors, software de-
fects, or software faults often cause software failures, as shown
in Fig. f] Software errors are unintentional defects in code
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Fig. 5: The general procedure of failure analysis for xG software,
whose principle is to timely, efficiently, and effectively identify soft-
ware errors, software defects, software faults, and software failures,
trace the very cause potentially resulting in failures, and verify
whether code meets the specific objective stated in the requirements.

or script introduced by software developers. Errors can occur
at each stage of a software life cycle, including requirement
analysis, and designs at different levels [[62]. Software errors
do not necessarily result in software failures. Software defects
are errors or bugs in software. Software defects pose a serious
risk if they are not addressed appropriately, even if they
seem normal. In the event that the defective software at risk
continues to operate, it may progress to a state of software
fault. However, the existence of a fault-tolerant mechanism
does not guarantee that a software fault leads to software
failure. Different software faults can result from the same
software defect under specific conditions.

In xG, software primarily refers to emerging technolo-
gies, e.g., virtualization, Al, digital twin (DT), etc. All these
software-based technologies are typical characteristics of gen-
eral software, relying on data and predefined instructions to
conduct training, computation, and operation; see Fig. [3

3) System Failure Analysis: System failure emerges as a
challenge in xG, constituting a highly sophisticated and inter-
connected system amalgamating hardware and software. The
system failure of xG is not merely a conventional breakdown
but a multifaceted challenge [12], [63[]-[65] that demands
a holistic understanding of the interplay between hardware
and software. As technology continues to evolve and unfold,
it is critical to comprehend and address the system failures
contributing to the resilience and reliability of xG.

Al-based approaches, e.g., ML-based failure manage-
ment [|66], [67], excel at handling complex, data-rich failures
through rapid pattern recognition and predictive analytics [67].
Yet, classical methods, e.g., quantitative network failure analy-
sis [|68]], are vital for explainability and human-centric factors.
The optimal strategy for failure analysis can be a hybrid
approach to ensure speed and precision, where Al offers real-
time detection and prioritization, while classical techniques
provide root-cause validation and compliance [[69]], [[70].

These traditional failure analysis solutions rely heavily on
the expertise from multidisciplinary backgrounds to provide
designated step-by-step rules for identifying potential com-
munication failures. This could be inefficient in the face of
versatile scenarios and requirements in XG cellular commu-
nication infrastructures. In contrast, AI/ML-based solutions
could utilize all available types of data, e.g., historical/real-

time numerical, textual, and graphic data, to comprehensively
probe, analyze, and identify the very causes inducing failures,
including those overlooked by human experts.

To quickly diagnose and identify specific failure types in
xG network systems, a multi-faceted approach leveraging
both traditional failure analysis [68|] and advanced Al-based
techniques [67] is essential.

o For network hardware failures, initial assessments should
focus on common electrical issues, while non-destructive
imaging tools (e.g., X-ray and ultrasonic waves) com-
bined with Al [61] can efficiently detect defects.

o For network software failures, focus can be on identi-
fying errors, defects, and faults, especially in emerging
technologies, e.g., virtualization, Al, and DT [71]].

o For network system-level failures, a holistic approach
integrating interdisciplinary expertise and AI/ML-based
data analysis is crucial [57]], [72], [73]].

By utilizing these tailored strategies, XG network systems
are anticipated to achieve faster and more accurate failure
diagnosis, enhancing overall resilience and reliability.

D. Graph Theory and Communication Networks

Modeling xG infrastructures as graphs involves representing
the components of the infrastructure as nodes and links.
Specifically, the nodes can be BSs or edge devices, while
the links represent the wireless connections between them.
Firyaguna et al. [6]] proposed a proactive graph-based handover
method to address the challenges of frequent and high-latency
handovers in 6G integrated terrestrial and non-terrestrial net-
works for aircraft communications. Gharib and Ibnkahla [[74]
proposed a user-aware clustering method with security re-
source allocation using Graph Convolution Networks (GCNs)
to optimize energy consumption and enhance user security
satisfaction in IoT networks.

E. Centrality and Vulnerability Analysis

To identify critical nodes and weak links in the network,
various network metrics such as betweenness centrality and
eigenvector centrality are employed. These metrics help pin-
point the most important nodes that act as bridges in the
network, as well as the links prone to failure or low reliability.

1) Identifying critical nodes and weak links using between-
ness centrality: Ozaki et al. [9] proposed a multi-source
multicast service chaining model that guarantees network ser-
vice reliability by using betweenness centrality-based virtual
network function (VNF) placement and heuristic algorithms
to optimize resource allocation and minimize total cost.

2) Identifying critical nodes and weak links using eigenvec-
tor centrality: Kas et al. [75] demonstrated that using Eigen-
vector centrality to identify and better protect central nodes
in peer-to-peer (P2P) networks can effectively prevent the
catastrophic spreading of malicious content, leveraging social
centrality metrics to enhance resilience against cyberattacks.



TABLE III: Interplay among software, hardware, and system failures in xG

Component | Possible Failures Interplay and Impact
Hardware e Malfunctioning BS e BS failure impacting communication
o Antenna Damage o Antenna issues affecting network connectivity
o Network Component Failure o Network component failure causing data processing disruptions
o Server Breakdown o Server breakdown leading to system downtime
Software o Virtualization Software Errors o Virtualization errors affecting system functions
o Al Algorithm Deficiencies o Al algorithm issues impacting network management
o DT Inaccuracies o DT inaccuracies affecting data processing
System o Disruptions in Communication Protocols o Communication protocols affected by hardware failure
Functions e Network Downtime e Network downtime due to software errors
e Data Processing Errors o Data processing errors resulting from system failures

F. Cascading Failures and Epidemic Models

Percolation theory and epidemic spreading models are uti-
lized to predict how failures propagate through xG networks.
These theories and models provide valuable insights into the
potential pathways and extent of failure propagation, helping
to enhance the resilience and reliability of the networks.

1) Using percolation theory to predict how failures prop-
agate through xG networks: Chattopadhyay et al. [7] uti-
lized percolation theory-based system equations to design
optimal interlink patterns that maximize the robustness of
interdependent networks against cascading failures triggered
by randomized attacks.

2) Using epidemic spreading models to predict how failures
propagate through xG networks: Li and Saad [76] utilized
a dynamic message-passing method and optimal control to
develop an effective optimization algorithm for mitigating net-
work failures caused by infection-induced cascading failures
in unidirectionally dependent networks.

G. Resilience Mechanisms

The most salient distinction in resilience between the current
5G and the future xG networks (including 6G) is rooted
in their underlying architectural paradigms. Specifically, 5G
networks predominantly depend on terrestrial infrastructures
that are susceptible to localized disruptions. They address
incidental failures via regular software updates and strict
testing [77], [78]]. In contrast, XG networks will integrate
satellites, aerial platforms, and terrestrial systems into a co-
hesive space-air-ground architecture [[79]]. For this reason, xG
needs to tackle more complex issues by incorporating adaptive
self-healing [80]], DT-based predictive maintenance [71]], and
modular designs for flexible upgrades [66], [[67]], [[73[], [81].

Implementing multi-path routing and adaptive topologies is
an effective strategy to enhance failure tolerance in networks.
These approaches allow for alternative paths and dynamic
adjustments of network structures, thereby reducing the impact
of failures and improving overall network reliability.

o Multi-Path Routing for Failure Tolerance: Madani et
al. [82] proposed an adaptive multi-path routing method
to enhance disaster resiliency for service function chains
(SFCs) in network function virtualization (NFV) envi-
ronments, reducing bandwidth and processing resource
consumption compared to traditional methods.

o Adaptive Topologies for Failure Tolerance: Chen et
al. [83]] proposed an adaptive topology-aware Siamese

network to address the limitations of graph convolutional
networks in cross-domain fault diagnosis with small num-
bers of samples, effectively extracting domain-invariant
features and enhancing diagnosis accuracy even with
limited training data.

The multi-domain framework of xG eliminates single points
of failure, enabling xG to maintain global coverage, including
oceans and remote areas, and to reroute traffic adaptively dur-
ing disasters through Al-driven self-healing mechanisms [80].
This represents a significant advancement of xG over 5G
networks, which are geographically constrained and require
manual recovery. The anticipated distributed intelligence of xG
ensures continuous operations, transforming resilience from a
reactive to an intrinsic and proactive capability, even in the
face of catastrophic ground infrastructure failures [6].

III. NETWORK FAILURES IN XG NETWORKS: A
GRAPH-THEORETIC APPROACH

A graph-theoretic perspective offers powerful tools to
model, analyze, and predict such failures, especially within
ultra-dense and heterogeneous networks. This section out-
lines three major categories of failures in XxG networks, i.e.,
resource-related, security-oriented, and incidental/systemic,
that are particularly relevant to this approach.

a) Resource-Related Failures: Resource exhaustion re-
mains a critical issue in 5G and is projected to worsen in
6G. The exponential growth in data volume and service het-
erogeneity introduces intricate dependencies between network
nodes (e.g., BS and edge servers) and links (e.g., millimeter-
Wave (mmWave) and THz), which can be naturally modeled
using graphs [84]-[87]]. The integration of high-capacity tech-
nologies like visible light communication (VLC), mmWave,
and THz further complicates dynamic resource allocation
and scheduling. These technologies, while enabling high-
throughput links, also increase susceptibility to failures under
load or interference, particularly where scheduling conflicts
or resource bottlenecks arise [88]—[90]. In a graph-theoretic
view, bottlenecks can be studied through node/link centrality,
congestion modeling, or flow-based optimization [91]. The
challenge is heightened by 6G’s intelligent and automated re-
source management mechanisms, which introduce complexity
and new sources of failure [92], [93].

b) Security-Oriented Failures: Graph-based models also
facilitate understanding of attack propagation, vulnerability
surfaces, and resilience pathways. In 5G, security failures
such as weak authentication protocols and physical layer
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Fig. 6: The semi-supervised learning framework developed in [[100]
for sleeping cell detection. This frame is a multi-step framework
combining anomaly detection, feature selection, classification, and
clustering for sleeping cell detection. The framework uniquely utilizes
unlabeled key performance indicator (KPI) data for clustering after
each detection period, enriching training data for failure detection.

threats like pilot contamination attacks have already revealed
structural weaknesses [94]]. In 6G, the deployment of network
slicing, multi-party services, and virtualized network functions
expands the attack surface dramatically. Slices, modeled as
subnetworks or partitions in a graph, may suffer from inter-
slice leakage or isolation failures, which can be mapped
to compromised nodes or bridge links [95[]. Understanding
these complex interdependencies requires tools from graph
connectivity, community detection, and resilience metrics.

c) Incidental and Systemic Failures: Incidental fail-
ures—due to hardware aging, manufacturing flaws, or software
bugs—become increasingly difficult to detect and localize as
networks grow in density and complexity. In 6G systems,
massive MIMO, RISs, and Al-driven orchestration add layers
of opacity and coupling [96]—-[99]]. Hardware components may
silently degrade or fail due to environmental stress, while
software modules, especially AI/ML-driven components may
malfunction due to data quality issues, poor model generaliza-
tion, or implementation bugs [57], [72], [73], [81]. These faults
may propagate across service chains or control loops, forming
fault cascades that can be traced via failure propagation graphs.

Among these, node failures, whether due to hardware degra-
dation, software faults, or targeted attacks, are particularly
critical, as they can significantly disrupt network functionality.
In the context of graph-theoretic modeling, nodes typically
represent key elements, e.g., BSs, edge servers, or control
units, whose failure may fragment the network, increase la-
tency, or isolate users from essential services.

A. Node Failures and Their Impact on Connectivity

In xG networks, node failures, whether physical, logical,
or software-driven, can severely disrupt connectivity. Nodes
represent critical components, e.g., BSs, edge servers, and
central controllers. When these nodes fail, the structure of
the network changes, often leading to fragmented connectivity,
increased delays, and degraded service quality. In this section,
we explore different types of node failures and their graph-
theoretic implications for network resilience; see Table

1) Base Station Failures: When BSs fail due to power
outages, hardware faults, or environmental conditions, the con-
nectivity of nearby users is lost, splitting the network into dis-
connected segments. For instance, handover failures in satellite
and terrestrial networks, e.g., those affecting high-speed rail
systems, can interrupt connectivity. “Sleeping cell” failures,
i.e., operational but unresponsive nodes, can go undetected
without intelligent monitoring mechanisms. ML-based detec-
tion systems have been proposed to address this issue [[100];
see Fig. [6] In ultra-dense networks (UDNG), the high density
of BSs creates interference zones and increases the chances
of fault propagation. From a graph view, more nodes and
edges increase both capacity and vulnerability, especially when
heterogeneous technologies, e.g., global system for mobile
communications (GSM), long term evolution (LTE), wireless
local area network (WLAN), are integrated [104].

2) Edge Computing Failures: Edge nodes, e.g., MEC
servers, are modeled as processing hubs in network graphs.
If an edge node fails, it can cause delays, data loss, or
service outages, especially for time-sensitive applications like
autonomous driving or remote surgery. Failures at the edge
may result from hardware malfunctions, communication er-
rors, or overloads. Ray et al. [[101] introduced a dual-tiered
fault recovery strategy that prioritizes applications. For critical
applications, a local recovery strategy uses formal methods, in
particular, stochastic multi-player games to model the interac-
tions within the MEC environment. Probabilistic alternating-
time temporal logic and a probabilistic model checker are uti-
lized to formulate recovery strategies that encompass potential
execution outcomes. In contrast, a global recovery strategy was
applied to less critical applications, employing a heuristic that
takes into account the likelihood of server failures to determine
the optimal server for redeployment.

3) Centralized Control Failures: Centralized controllers,
such as SDN controllers and core network nodes, manage
network orchestration and resource allocation. The failure of
these high-centrality nodes may cause widespread disruptions
to network operations. For instance, Abdulgadde et al. [103]]
focused on distributed denial of service (DDoS) attacks tar-
geting SDN infrastructures. They proposed a hybrid classifier
combining fuzzy logic and artificial neural networks to effec-
tively distinguish malicious packets from normal traffic.

In the network layer, 5G achieves flexible resource allo-
cation and management through network slicing, SDN, and
NFV [102], [105]], [106], but still encounters resource bottle-
necks when handling massive IoT device connections [107].
On the other hand, 6G utilizes space-air-ground-sea integrated
network (SAGSIN) and DT technology [[108] to achieve global
seamless coverage [79] and enhance network resilience and
reliability through intelligent management and self-healing
capabilities [80]. In addition, 6G employs intent-based com-
munication technology [109], [110] to dynamically adjust
network configurations based on user needs, further improv-
ing network adaptability and reliability [80], [111]. Basu et
al. [[102] indicated that long-distance communication links
pose a significant challenge to the resilience of 5G. There
is a risk of disruption in the quality index of network latency,
resulting in potential failures. In response to these vulnerabil-



TABLE IV: Different types of node failures for network resilience

Failure Type 5G/6G Technology

Cause for Failure

Base station failures

Ultra-dense small cell deployments

Operational but unresponsive BSs going into
undetected sleeping states [[100]

Edge computing failures

MEC environment, MEC connectivity

Dynamic and unpredictable network environ-
ment, user mobility and volatile MEC environ-
ments [101]]

Centralized control failures

CPS in 5G/6G networks

Network resource management, SDN infrastructures,

DDoS attacks, long-distance communication
links [[102]], [103]

ities, SDNs enabled by virtualized software-defined networks
(vSDNs) were deployed. Controller and hypervisor instances
were strategically deployed to enhance reliability and security.
With the advent of 6G, ensuring reliable power is crucial
for achieving inherent intelligence. This necessitates the deep
integration of numerous power devices to support complex
scenarios [112].

A significant focus was placed on identifying and securing
vulnerability nodes in power networks [113]]. Chandwani et al.
[114] investigated the effects of data integrity attacks on power
electronic hardware in electric vehicle chargers. These attacks,
targeting the logic and data of field programmable gate array
(FPGA)-based main charger controllers, pose risks to electric
vehicles and their onboard charging (OBC) systems, compro-
mising battery functionality. 6G core networks are vulnerable
to failure due to the exponential growth in their size and
complexity. This substantially challenges the quality of service
(QoS) and overall reliability [67]], [72]. For accidental failures
resulting from unstable network structures in xG networks, Li
et al. [72]] proposed a robust belief-weighting framework for
few-shot failure prevention, leveraging abductive learning and
belief rule-based structures. A similar failure data analysis for
6G core networks can be found in [[67].

4) Graph Theory Application: Node failures can signifi-
cantly impact network connectivity, as even a single failure
may disrupt the flow of information and degrade overall
performance. To address this issue, graph-theoretic means,
such as identifying critical nodes using centrality measures
like degree centrality and eigenvector centrality, have been
employed [75]], [91]. Degree centrality measures the number
of direct connections a node has, while eigenvector centrality
considers the influence of a node based on its connections to
other high-scoring nodes. These measures help in understand-
ing the importance of nodes within the network and can guide
strategies to enhance network resilience against failures.

B. Link Failures and Traffic Congestion

Backhaul and fronthaul failures, such as fiber cuts and
microwave link failures, can severely disrupt network con-
nectivity due to physical damage, natural disasters, or other
external factors. Also, load balancing and congestion collapse
caused by traffic spikes and bottlenecks are critical issues that
degrade performance and require effective traffic optimization
strategies. Routing failures in heterogeneous networks, often
due to interoperability issues, further complicate network
management. To address these challenges, graph theory ap-
plications such as shortest path resilience and dynamic link

adaptation via network flow optimization are employed to
enhance network stability and performance; see Table [V]

1) Backhaul Failures: Physical security failure encom-
passes various threats, including eavesdropping attacks, where
malicious actors intercept data transmission, leading to severe
privacy breaches and loss of sensitive information [[122]]. This
is particularly concerning in 6G due to its anticipated high-
speed, high-volume data transfer and pervasive connectivity.
In addition, physical attacks [[123]], for instance, tampering or
destruction of infrastructure, such as BSs and sensors, pose a
significant threat and cause system-wide failures.

For 5G wireless backhaul, WiGig protocols, e.g., IEEE
802.11ad and 802.11ay, are considered. The susceptibility of
the mmWave band to high propagation loss [124], necessitates
the use of directional antennas. Yaghoubi et al. [[I15]] empha-
sized the importance of considering the correlation among link
failures. Overlooking this aspect may lead to failed topology
designs under correlated scenarios. For coverage and capacity,
5G network operators are exploring small cells. It was found
in [116] that a challenge is cost-effectively backhauling the
traffic from many BSs to the core network. This small cell
backhauling dilemma can be addressed with integrated access
and backhaul (IAB) using 5G new radio (NR), but densifying
the network raises concerns about network reliability.

2) Fronthaul Failures: In 5G, the utilization of free-
space optics (FSO) within mobile fronthaul (MFH) networks
presents unique risks of signal failure due to atmospheric
disturbances, including turbulence and adverse weather condi-
tions, such as cloud, fog, and rain, which can lead to significant
signal attenuation and reduced communication quality [[117].
The susceptibility to obstruction compounds the reliability
concerns in FSO-based MFH networks. Potential prevention
strategies to mitigate these risks involve integrating wireless
communication as a complementary approach to enhance re-
silience and adopting advanced Delta-sigma modulation [|125]].
These strategies improve the stability of FSO links and MFH
network operations.

3) Overloading Failures: Overloading failures, which can
be caused by traffic spikes or excessive load on network com-
ponents, are a significant concern as they may lead to degraded
performance and service disruptions. In [118]], a hybrid deep
learning model that combines a convolutional neural network
(CNN) and long short-term memory (LSTM) was proposed
to address network management challenges in 5G and 6G
networks. LSTM managed statistical information related to
network slices, such as load balancing and error rates, while
CNN managed resource allocation, network reconfiguration,
and slice selection. Different conditions were investigated for



TABLE V: Different types of link failures and traffic congestion

Failure Type 5G/6G Technology

Cause for Failure

Backhaul failures Wireless backhaul networks, small cells

Correlated link failures, cost-effective backhauling chal-
lenges [115], [116]

Fronthaul failures FSO in MFH

Atmospheric disturbances (turbulence, cloud, fog, rain), sig-
nal obstruction [117]]

Overloading failures
network management

Hybrid deep learning model (CNN + LSTM) for

Network slice failures, resource allocation challenges, un-
known devices [118]]

Congestion collapses Network slice, TCP-PEP, BBRv2

Slice failures, and overloads, TCP’s inability to differentiate
errors from congestion, satellite network jitter [92], [119]

Routing failures in

ment
heterogeneous networks

NFV-based services, centralized mobility manage-

Data label imbalances, model interpretability issues, subopti-
mal routing, scalability challenges [[84]], [120], [121]

Link failures in in dynamic or

! ) V2G network, LEO network
failure-prone environments

Dynamic environment variation, unpredictable space environ-
ment [115], [116]

the applicability of the model, including unknown devices,
slices failing, and overloading.

4) Congestion Collapses: Congestion collapses and bot-
tlenecks can severely degrade network performance, leading
to service disruptions and reduced efficiency. A congestion
collapse refers to a severe network performance degradation
caused by excessive traffic overwhelming resources, leading
to service disruptions and inefficiencies [126]]. A bottleneck
is a point in the network, where performance limitations re-
strict data flow, causing delays and reduced throughput. Khan
et al. [92] incorporated LSTM and support vector machine
(SVM) in congestion control, with effectiveness demonstrated
through simulations over one week in scenarios with multiple
unknown devices, slice failures, and overloads.

The inability of transmission control protocol (TCP) to
differentiate between transmission errors and congestion can
often result in reduced transmission rates. The jitter in satellite
networks further complicates TCP’s congestion control [119].
To address these issues, variants such as the TCP performance
enhancing proxy (TCP-PEP) [119] have been introduced to
improve network performance by employing proxies to sep-
arate the space segment. However, TCP-PEP’s connection
splitting approach has limitations, particularly in supporting
mobility. As a remedy, the bottleneck bandwidth and round-
trip propagation time version 2 (BBRv2) [119]], a model-based
congestion control mechanism, has been proposed, which
enhances link utilization by adjusting the transmission rate
based on the measured available bottleneck bandwidth and
minimum Round-Trip Time (RTT).

5) Routing Failures in Heterogeneous Networks: Routing
failures in heterogeneous networks, often caused by interop-
erability issues, can lead to significant disruptions and ineffi-
ciencies in network operations. 5G networks still face notable
shortcomings, such as data label imbalances, the need for
enhanced model interpretability, and the necessity for adaptive
design in NFV-based services to ensure robustness against
diverse failures [84], [[120]]. Traditional centralized mobility
management systems struggle with suboptimal routing and
scalability issues, particularly when managing a large number
of mobile devices [[121]]. Moreover, the current strategies prove
insufficient in handling multiple concurrent failures, which is
a common scenario during disasters [[116].

For 6G, these challenges will be further amplified by
the integration of VLC, mmWave, and THz, which require

automated resource management and introduce new failures.
Leveraging the security features and network slicing capabil-
ities of 6G is essential to strengthen the resilience of critical
systems against potential interruptions [[127]]. The integration
of AI/ML with advanced control strategies is seen as a robust
approach for 6G slicing and resource management [[128]].

The development of adaptive and resilient slicing strate-
gies [128]], dynamic virtual resource allocation mecha-
nisms [129], and the utilization of intelligent power grids [130]]
will be fundamental in managing the complexity of heteroge-
neous components and failure propagation in 6G. It can also
be interesting to create a failure knowledge graph to reveal the
complex relationships between failure types and the prediction
and management of failures in 6G systems, which will require
innovative methods to address the uncertainty of retrieving
visual information from RF signals and the impact of image
quality on the accuracy of channel prediction [88]], [89].

6) Graph Theory Application: Graph theory offers pow-
erful tools for improving the efficiency, adaptability, and
resilience of modern networks. Applications such as shortest
path-based routing and network flow optimization play a
central role in maintaining service quality and connectivity,
especially in dynamic or failure-prone environments. For ex-
ample, Wan et al. [131] introduced a network flow-based
temporal-spatial model to optimize the routing and scheduling
of smart mobile power banks (SMPBs) for mobile charging
and vehicle-to-grid (V2G) services. Their approach enhances
the utilization of mobile energy storage systems in power grids
by balancing demand and mobility, ultimately maximizing
operational profit and energy delivery.

In a different context, Zhang et al. [[132] proposed a shortest
path-based resilient routing algorithm, i.e., shortest path first
directional routing (SPFDR), for managing multiple node or
link failures in large inclined low Earth orbit (LEO) satellite
constellations. Their method maintains 100% reachability even
under k-failure conditions, with minimal path stretch and
linear time complexity, making it highly scalable for real-
time communication scenarios. These examples demonstrate
how graph-theoretic techniques can support both resilience
and optimization, offering adaptable solutions for the evolving
challenges of xG networks and beyond.



TABLE VI: Different types of cascading failures in large-scale networks

Failure Type 5G/6G Technology

Cause for Failure

Power Grid Dependencies UWB antennas

Power optical communication networks, smart grids,

Power failures related to connectivity and energy con-
sumption, PD monitoring, outage failures in smart crit-
ical infrastructures, packet traffic model for power flow
failures [[133]]-[137]

DDoS Attacks Hierarchical communication systems

Network vulnerabilities, malicious traffic [[138]

Cross-layer Disruptions

networks, femtocell deployments

Radio backhaul systems, multipath routing, intelligent
active phased array communication blocks, non-terrestrial

Physical obstructions, rain-induced link failures, link
failures in dense deployments, rare and extreme network
behaviors [96]], [97]], [T15]], [124], [139], [140]

C. Cascading Failures in Large-Scale Networks

Cascading failures in large-scale networks pose signifi-
cant challenges due to their potential to cause widespread
disruptions. These failures can be triggered by power grid
dependencies, DDoS attacks, and cross-layer disruptions. To
mitigate these risks, percolation theory is applied to model and
predict critical thresholds beyond which the entire network
may collapse; see Table

1) Power Grid Dependencies: Power grid dependencies
can significantly impact cellular networks, as both systems
are interdependent. For example, communication networks
require power to operate, while the power grid relies on
communication networks for control and monitoring.

A power optical communication network is a specialized
network that caters to power grids, and its survival is crucial
for their secure and steady functioning. The analysis in [[133]]
focused on the dependability of communication networks and
calculated a collection of risk links that can identify the
likelihood of power failures. The set of probabilistic risk man-
agement links resulted in three distinct shared development
path solutions. Ad-hoc systems operate without infrastructure.
User equipment (UE) establishes quick networking, but cannot
ensure the reliability of D2D connections. 5G offers a reliable
network infrastructure, with which D2D enables visualized
connections, such as power grids [141]].

A critical issue in 5G is cascading failures. These failures
are typically initiated by a small subset of network nodes.
The redistributed data flow exceeds the capacity of other
links and routers, resulting in a network outage [[130]. As
6G approaches, data flows may be congested due to diverse
demands on network resources.

For the sake of mitigating and preventing the risks of
cascading failures, a myriad of cascading failure analysis solu-
tions have been proposed, e.g., model-based re-enactment so-
lutions [46], [48]], [142]], [I143]], isolation-based solutions [47]],
and resource scheduling-based solutions [144]]. In [142]], the
authors focused on cascading failures and proposed an invul-
nerability communication model to realize an optimal overall
metric concerning performance, cost, and reliability. In [47],
the authors proposed a general model framework to identify
certain subgraphs to isolate the spread of cascading failure.
In [[144], the authors proposed a novel communication network
model to conduct congestion control for mitigating potential
cascading failures.

The reliability of power is a fundamental concern essential
for the smooth functioning of critical infrastructure. Despite
the intelligent application of smart grid technologies to op-
erate and control power delivery [145]], persistent challenges

threaten the reliability of power communication networks. A
particularly pressing issue is the recurring cascading failure
in power grid networks, demanding specific attention [127]],
[144], [146[]-[[149]. As previously discussed, component fail-
ures in one or several branches lead to power delivery re-
distribution due to the physical laws of circuit theory [130].
The compensatory power flow can overload other branches at-
tempting to fulfill the function of the failed branch, potentially
triggering a complete power grid outage.

In future 6G, the integration of smart grids is expected to
introduce novel solutions for protection, automation, and con-
trol (PAC) in smart grids. Innovative fault location, isolation,
and service recovery (FLISR) functions aim to enhance the
responsiveness and coordination of grid defense mechanisms.
Challenges, highlighted in [134], suggest potential risks of
power failures related to connectivity and energy consumption.
Effective protection assets require crucial communication with
FLISR functions, catering to both best-effort and ultra-reliable
and low-latency communications (URLLC) services.

IoT sensors are crucial in reporting the condition of power
equipment, enabling preventive maintenance and repairs be-
fore failures occur. It was found in [135]] that monitoring
partial discharge (PD) in a power system continuously and
non-intrusively is vital for improving QoS and preventing
equipment damage. PD exhibits various measurable phenom-
ena, with RF radiation being one of them. Meanwhile, Vargas
et al. [136] investigated the outage failure of 5G arising in
smart critical infrastructures.

To mitigate the recurrent cascading failure in power grids,
mirrors that in communication networks, a myriad of model-
based failure analysis solutions have been proposed [127],
[137], [146], [[147], [150], [151]. These works focus on the
interdependence characteristic in smart grids to unveil the
potential risks for cascading failure. In [137], the authors
proposed a packet traffic model, comprehensively considering
data packet network failures and power flow failures to inves-
tigate the interconnection between the two types of failures.
Based on their proposed model, Gao et al. [137] utilized
a routing strategy to optimize the dispatching procedure for
mitigating power flow failures.

In [134], the authors presented an energy-efficient route
scheduler and link scheduler for SG mobile network traffic.
The problem was formulated as an integer linear problem,
and solved optimally. Ilahi et al. [[135] concentrated on im-
plementing a cost-effective and minimally intrusive method as
a diagnostic tool for detecting Partial Discharge. Their inno-
vative design solution introduces an ultra-wide band (UWB)
antenna designed specifically for 6G-IoT-based smart grid



monitoring, operating within the frequency range of 3.02
GHz to 11.17 GHz. The antenna, featuring a cavity with
five rectangular slots, demonstrates remarkable performance
metrics, including a fractional bandwidth of 112.97% and a
maximum gain of 1.994 dB. The paper meticulously outlines
the design parameters and presents simulation results, fostering
a comprehensive discussion of its implications.

2) DDoS Attacks: DDoS attacks are a form of cascading
failure in hierarchical communication systems. By overwhelm-
ing network infrastructure with malicious traffic, they can
degrade performance or cause total outages. Liu et al. [13§]]
proposed a threat assessment model using Dempster-Shafer
(D-S) evidence theory to evaluate the impact of DDoS attacks.
Their hierarchical model integrates data acquisition, metric
extraction, and weighted analysis to reflect network vulner-
abilities more accurately and support proactive defense.

3) Cross-Layer Disruptions: Cross-layer disruptions be-
come increasingly significant in 5G and 6G networks, where
failures in one layer can ripple across others, leading to
widespread service degradation. These disruptions span the
physical, medium access control (MAC), and transport lay-
ers, and often originate from environmental factors, hard-
ware faults, or limitations in network design. Ferreira et
al. [[124] analyzed how short-term and long-term blockages
affect each layer. Such disruptions can cascade into upper
layers, impacting scheduling, data transport, and end-to-end
reliability. To address environmental vulnerabilities, e.g., rain-
induced link failures, Yaghoubi et al. [115] designed a cost-
effective and resilient radio backhaul system. Their solution
is particularly suited for correlated failure scenarios, where
large-scale disturbances affect multiple links simultaneously.
Yasin et al. [[139] tackled recovery in the face of link failures
by proposing an adaptive multipath routing method. Their
approach adjusts the number of alternative paths based on the
reliability of the primary path, combining shortest-distance and
link-quality metrics to reduce recovery latency and overhead.

To model failures with limited data, Baldvinsson et al. [[140]
developed an incremental learning generative adversarial net-
work (IL-GAN). This model learns rare and extreme network
behaviors with minimal training data, making it particularly
effective for scenarios like 5G factory automation, where
unusual failure modes may emerge. Nielsen et al. [96] focused
on examining the components’ accidental failures within a
6G intelligent active phased array communication block; see
Fig. |7} These failures extend beyond antenna elements and can
manifest in front-end circuits, e.g., power amplifiers or phase
shifters, presenting a complex multidimensional challenge for
fault diagnosis. Maiwada er al. [97] studied accidental radio
link failures in dense 6G femtocell deployments, which are
prone to interference and localized outages.

Service-level disruptions represent a critical dimension of
cross-layer failures, particularly in systems that rely on real-
time connectivity and consistent network support. These fail-
ures often affect core services such as cloud computing,
edge processing, virtualization, and storage, all of which are
essential to the operation of modern communication infras-
tructures [[152]. For example, Taniguchi et al. [153] studied a
counseling robot designed to support users through spoken
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Fig. 7: lustration of the APA Diagnosis in [96], where mathematical
estimators use measured electric fields and antenna patterns, and
a deep neural network (DNN)-based approach uses in-phase and
quadrature (IQ) baseband signals. DNN training includes 1Q signal
acquisition, preprocessing, noise addition for robustness testing, and
detection outcomes like the confusion matrix.

interactions. Despite its potential, the system experienced
significant limitations, including word omissions, lags, and
intermittent connectivity. These issues hindered its ability to
monitor and engage with users effectively, demonstrating how
even small disruptions in service layers can degrade user-
facing applications.

In high-mobility systems, connected and autonomous ve-
hicles (CAVs) operate at mmWave frequencies, offering high
bandwidth and data rates, but are highly susceptible to line-
of-sight (LoS) blockage by physical obstacles. Linsalata et
al. [154] addressed this challenge by proposing the use of
relays to restore broken links. In dynamic environments,
conventional relays that rely on static or outdated information
struggle to respond effectively, highlighting the need for more
intelligent, adaptive solutions.

Service failures often stem from poor resource management,
including the inability to dynamically adapt to changing de-
mands, imbalanced service allocation, or a lack of orchestra-
tion among multiple virtualized services. These challenges are
magnified in vehicle networks, where mobility and fluctuating
connectivity pose additional constraints. To address these
issues, Zhang et al. [155] introduced greedy boundary stateless
routing (GRVAD), a fuzzy logic-based routing protocol, to
overcome the limitations of traditional greedy boundary state-
less routing (GPSR) in vehicular ad-hoc networks (VANETS).
Using an unscented Kalman filter for predicting neighbor node
locations, GRVAD improves packet delivery reliability and
reduces service interruptions in mobile environments.

4) Percolation Theory Application: To better understand
and anticipate the behavior of cascading failures, percolation
theory offers a powerful analytical framework. It allows re-
searchers to model how failures spread across interconnected
networks and to identify critical thresholds or points at which
small disruptions can lead to large-scale collapse. Sun and
Qing [|156] proposed a robustness analysis method for coupled
networks with multiple interdependent links spanning different
clusters. By applying percolation theory, they were able to
pinpoint the precise conditions under which systemic failure
becomes inevitable. Their approach was validated through
numerical simulations, offering valuable insights for designing
more resilient infrastructures that can withstand cascading



effects across both communication and power domains.

D. Security-Induced Failures and Network Attacks

Security-induced failures and network attacks pose signifi-
cant threats to communication systems. For example, quantum
computing risks can break current cryptographic methods, and
Al poisoning attacks manipulate training data to compromise
Al and ML models. Moreover, SDN vulnerabilities, e.g., weak
authentication, enable various attack vectors that can disrupt
network operations; see Table

1) Quantum Computing Risks: Quantum computing
presents a fundamental threat to current cryptographic
schemes by potentially breaking widely used encryption
algorithms based on classical computational assumptions. As
a result, XG networks face increased risks in maintaining
confidentiality, integrity, and authentication. To address these
challenges, Xu et al. [[157] presented quantum learning-based
coding that enables encoding and decoding of multiuser
pilot signals using distinct subcarrier activation patterns. This
strengthens uplink access security by making it harder for
attackers to inject uncertainties during pilot transmission.

There remains a need for solutions ensuring key freshness
and security against sophisticated attacks. Time synchroniza-
tion systems in 5G are particularly vulnerable to insider
threats, necessitating robust measures to prevent timing-related
failures in cyber-physical systems (CPS) or IoT [165]. Security
risks in industrial IoT (IIoT) are exacerbated by quantum
computing, calling for innovative, lightweight, and secure
authentication methods [157]. Cross-domain authentication
schemes for 5G-enabled drones face high transaction failure
rates and latency issues due to smart contracts [166].

2) Al Poisoning Attacks: As Al becomes increasingly inte-
gral to network control, management, and security, poisoning
attacks—where adversaries manipulate training data to subvert
model behavior—pose a critical threat. To address single-
point authentication failures, Garzon et al. [[158] proposed
an authentication framework to actualize distributed identity
management within 6G. Instead of relying on a trusted third
party, this framework relies on individual entities to validate
credentials. Zhang et al. [159] introduced a blockchain-centric
framework that incorporates proof-of-strategy into spectrum
allocation, reducing vulnerabilities in broadband radio ser-
vices. To address single-point attack-induced failures, Fang
et al. [[160] delineated collaborative authentication to detect
malevolent attackers in 6G networks promptly, while Chai
et al. [161] leveraged Byzantine fault tolerance to speed up
consensus and secure 6G-enabled Internet of Vehicles (IoV).
For broader network defense, Zainudin et al. [[162] introduced
a blockchain-aided federated learning (FL) intrusion detection
system (IDS) for securing metaverse environments. Their
design uses a proof-of-authority (PoA) consensus mechanism
and a hybrid client selection algorithm to improve detection
accuracy and resist poisoning attempts.

3) SDN Vulnerabilities: SDN and NFV, while improving
flexibility and scalability, also introduce new attack surfaces
due to their centralized control logic and abstraction layers.
Weak authentication, misconfiguration, and insufficient isola-
tion between virtual functions can expose the entire control

plane to compromise. Studies [163]], [164] highlight how at-
tackers can exploit SDN protocols to manipulate flow tables or
launch stealthy control attacks, potentially leading to system-
wide service disruptions. Mitigating these vulnerabilities re-
quires secure SDN architectures, redundancy in controller
deployment, and real-time anomaly detection.

4) Game Theory Application: By modeling the interactions
between attackers and defenders as strategic games, optimal
policies can be designed to enhance resilience [167]. For
instance, Nash equilibrium-based models can guide attack-
prevention mechanisms by predicting stable states in adversar-
ial interactions [168]. In heterogeneous networks, evolutionary
game theory has been used to manage resource allocation and
network access, helping avoid cascading misallocations [[169].
These game-theoretic approaches help anticipate attack strate-
gies and adapt network responses accordingly, ensuring more
robust, self-adaptive security in XG systems.

IV. ENGINEERING SOLUTIONS FOR RESILIENT NETWORKS

To address the challenges of network resilience, engineer-
ing solutions such as self-healing and fault-tolerant network
architectures are essential. Edge computing and distributed
intelligence also play a crucial role in failure mitigation.
Together, these solutions form a comprehensive approach to
building resilient networks capable of withstanding various
failures and maintaining reliable performance.

A. Self-Healing and Fault-Tolerant Network Architectures

Self-healing and fault-tolerant network architectures are
crucial for enhancing network resilience. Redundant and adap-
tive topologies provide multiple paths for rerouting and self-
organizing capabilities. Blockchain technology is used for
decentralized failure detection, leveraging smart contracts to
handle faults in a secure and transparent manner. Graph neural
networks (GNNs) are employed for failure prediction and
topology optimization. These technologies form a comprehen-
sive approach to building networks that can withstand and
recover from various failures, ensuring reliable and efficient
performance; see Table

1) Al-Driven Network Self-Repair Mechanisms: Al-driven
network self-repair mechanisms, such as reinforcement learn-
ing for dynamic path reconfiguration, are increasingly adopted
to enhance network resilience. These mechanisms enable net-
works to autonomously detect faults, analyze issues in real-
time, and dynamically adjust paths to maintain performance.

Researchers have developed solutions to deal with resource
depletion failures in 5G and 6G networks. In 5G, the focus
has been on optimizing resource allocation and improving self-
healing capabilities using predictive ML models for dynamic
radio resource allocation, as well as introducing backup mech-
anisms to counteract failures of the service function forwarder
(SFF) within the NFV environment [[128]], [129]], [[170]. Model-
based simulations and isolation strategies have also been
proposed to mitigate cascading failures [47]], [130]. In contrast,
6G solutions anticipate the intelligent and automated manage-
ment of resources, with ML-based compensation mechanisms



TABLE VII: Different types of Security-Induced Failures and Network Attacks

Failure Type 5G/6G Technology

Cause for Failure

Quantum learning-based coding

Quantum computing risks scheme, IIoT authentication methods

IIoT Security risks exacerbated by quantum computing, vulnerabilities in
multiuser pilot signals [[157]

Distributed ~ identity =~ management,
blockchain-centric framework,
collaborative authentication scheme

Al poisoning attacks

Single-point authentication failures, vulnerabilities in broadband radio services,
malicious attackers in distributed networks, consensus security in IoV, poison-
ing attempts in metaverse environments [158]-[162]

Secure SDN architectures, redundant
controller  deployment, real-time
anomaly detection

SDN vulnerabilities

Exploitation of SDN protocols, flow table manipulation, stealthy control
attacks, weak authentication, misconfiguration, insufficient isolation between
virtual functions [163], [164]

TABLE VIII: Different types of Self-Healing and Fault-Tolerant Network Architectures

Architecture Type Failure Types

5G/6G Technologies

Countermeasures for Failure

Al driven Network Resource depletion, SFF failures,

NFV, Predictive ML models

Optimized  resource  allocation,
dynamic radio resource allocation,

Self-repair Mechanisms cascading failures Fla;l(;;]p mechanisms [[128], [129],
Redundant and Adaptive g;gsh costs of extensive redundan- Redundant topologies Failure rate evaluation [[171]]
Topologies
. . . . . Decentralized  trust management,
6G network operational failures, | Explainable Al, blockchain, 6G-enabled in- BPDC, moving-target defense,

Blockchain for
Decentralized Failure
Detection

privacy security risks, Al failures,
IoV network vulnerabilities

dustrial applications, elastic vehicle-based
cognitive radio architecture

distributed data aggregation [114],
[122], [123], [172]

Security-induced failures, hetero-
geneous data surveillance, traffic
fluctuations, link failures

Graph Neural Networks

6G-enabled
software-defined LEO mega-constellations,
distributed traffic engineering

industrial automation, | Comprehensive failure analysis, re-
silient routing, adaptive local routing

decisions [[173]-[175]]

to address VLC color distortion and algorithms for high-
frequency spectrum resource management [176].

A range of solutions has been developed to address the issue
of incidental or age-related failures in 5G. On the software
front, regular updates and patches are employed to rectify
known vulnerabilities and bugs [77], while more stringent
testing and verification procedures are adopted to ensure soft-
ware/hardware stability [78]. For 6G, solutions need to tackle
more complex failure patterns and meet higher performance
demands. For example, 6G networks might incorporate adap-
tive and self-healing technologies [66], [73]], [81]], enabling the
networks to automatically adjust configurations or reroute traf-
fic upon detecting failures. 6G may leverage AI/ML to predict
and preempt potential failures by analyzing historical and real-
time monitoring data [66], [67]. Moreover, 6G networks are
expected to emphasize modularity and flexibility to facilitate
the quick replacement or upgrade of hardware/software in the
event of failures [72], [[73].

2) Redundant and Adaptive Topologies: Redundant and
adaptive topologies, featuring multiple paths for rerouting and
self-organizing capabilities, enhance network resilience. To
balance reliability and cost efficiency, Xu et al. [[171]] explored
the impact of network failure rates on overall performance and
optimized redundancy configuration.

A promising avenue for future research in distributed cloud
frameworks, e.g., O-Cloud [177], is the enhancement of failure
recovery mechanisms, e.g., through advanced network coding
techniques. Network coding can be designed to create resilient
data transmission and storage schemes capable of withstanding
network failures or faults. The aim is to design systems that
can autonomously distribute, encode, and recover data across
geographically dispersed nodes in the face of node or link
failures. This involves exploring both linear and nonlinear cod-
ing strategies that introduce redundancy while optimizing data

dispersion and recovery efficiency. Furthermore, integrating
network coding with open RAN (O-RAN), VNF, and network
slicing will enable dynamic, intelligent, and centralized man-
agement of data recovery processes.

3) Blockchain for Decentralized Failure Detection: Secu-
rity and access control in 6G depend on a single authentication
mechanism or process in single-point authentication failures. It
is impossible to prevent an attacker from gaining full access
if this single authenticating node is compromised, fails, or
experiences a fault. Vehicle-to-everything (V2X) applications
can be developed using the IoV, with authentication ensuring
a reliable vehicular environment. Chai et al. [[161] found that
prevalent schemes predominantly rely on centralized systems
involving third parties like certificate authorities (CAs) or key
generation centers (KGCs). This centralized model is suscep-
tible to threats like DDoS and single-point failure attacks.
Hence, vehicle owners hesitate to store personal information
on servers due to privacy concerns.

A joint authentication approach was studied in [[160]], where
edge devices can assist the service provider in authentication
by analyzing users’ received signal strength indicators (RSSIs)
and movement patterns. In [[159], a distributed citizens broad-
band radio service-blockchain model with a unique consen-
sus technique establishes a sound consensus mechanism and
safeguards spectrum allocation from single-point failures. This
can decrease the administrative costs associated with dynamic
access systems.

Symmetric-key authentication and key agreement (AKA)
protocols, such as those developed in [[178]], [179]], underpin
security architectures, relying on the exchange of failure
messages for mutual authentication in 5G. However, vulner-
abilities, particularly in location confidentiality, have been
identified [[180]. Recent research, exemplified by [[181]—[184],
harnesses blockchain technology to decentralize authentica-
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Fig. 8: The architecture of blockchain-based parallel distributed
computing [[122] has three layers: application layer, blockchain layer,
and storage layer. Using smart contracts, the blockchain layer records
tasks to prevent single-point failures. Users and tasks are managed
through the application layer API.

tion in 5G NFV, IoT, and general cloud platforms. In 5G
and beyond, FL. within the zero touch management (ZSM)
concept is vital. Nevertheless, FL faces construction failures
due to poisoning attacks, posing a significant threat to slice
management [185]-[187].

Despite the precision time protocol (PTP) role in achieving
time synchronization in 5G, it remains susceptible to Byzan-
tine failures from malicious insiders [[165]]. While recognizing
the potential of 5G-enabled IoT, they noted a lack of in-
depth exploration into specific failure mechanisms and called
for comprehensive solutions to address reliability and security
challenges. Wang et al. [172] surveyed the integration of
explainable AI (XAI) in 6G networks to address the risks
of opaque Al decision-making, exploring its applications and
identifying key research challenges for “human-centric” net-
work systems. While emphasizing XAI’s role in enhancing
transparency and addressing operational failures, the authors
did not discuss the inherent risks of Al failures. Ghourab
et al. [123] introduced an elastic vehicle-based cognitive
radio architecture overseen by a blockchain framework that
is responsive to varying circumstances. Moving-target defense
technology enhances protection against cyberattacks and sys-
tem failures. Blockchain technology was also integrated as part
of a decentralized trust management system.

In [[122], a blockchain-based privacy-aware distributed col-
lection (BPDC) algorithm was developed for distributed data
aggregation, aimed at safeguarding 6G-enabled industrial ap-
plications from internal collusion attacks while bolstering
privacy security. Various attributes specify the security level of
various tasks and the requisite credentials for task recipients.
BPDC involved decomposing sensitive tasks and categorizing
task receivers according to their security level requirements,
as depicted in Fig.

In a detailed exploration of attack-induced failure analysis
on the IoV, Chandwani et al. [[114] provided insights into po-
tential vulnerabilities and failure scenarios. The study in [188]]
delved into attack-induced failure analysis in 6G-enabled IoV.
As a result of attack-induced failures, rerouting was imple-
mented, reducing response latency. In [113], a model was
based on failure analysis to capture interdependence between
a power network and a communication network, pinpointing

the critical nodes that contributed to power communication
network reliability and mitigating cascading failures.

4) Graph Neural Networks: GNNs are increasingly be-
ing used for failure prediction and topology optimization in
networks. These models can effectively capture the complex
relationships and dependencies within network structures, en-
abling more accurate failure prediction and facilitating the
optimization of network topologies to enhance resilience.

For security-induced failure analysis in 6G-enabled het-
erogeneous data surveillance within Industrial 4.0, Mezair et
al. [173] integrated LSTM, CNN, and GNN components for
comprehensive failure analysis. This framework accommo-
dates various types of heterogeneous data. Bai et al. [174]]
proposed a graph reinforcement learning-based resilient rout-
ing framework for software-defined LEO mega-constellations,
using cascade failure theory and GNNs to enhance routing
robustness and scalability, significantly improving path reli-
ability and reducing link utilization in failure scenarios. Ye
et al. [175] introduced a path-based graph neural network
(PathGNN) to address performance degradation in distributed
traffic engineering due to traffic fluctuations and link failures,
leveraging GNN architecture for adaptive local routing de-
cisions and improving load balancing and end-to-end delay
under dynamic conditions.

B. Distributed Intelligence for Failure Mitigation

Technologies, e.g., edge computing, distributed intelligence,
FL, and hybrid reinforcement learning, form a robust frame-
work that ensures reliable network performance and minimizes
the impact of failures; see Table

1) MEC-Based Resource Balancing: MEC-based resource
balancing enhances network efficiency by redistributing loads
from over-utilized nodes to under-utilized ones. UAVs ex-
tend MEC capabilities by leveraging their mobility, cost-
effectiveness, and LoS advantages. They can support UAV-
mounted cloudlets [201]], [202]], facilitate data collection [203]],
and enable radio/video surveillance [204], making them a
versatile solution for dynamic edge computing environments.

Complex vehicular applications demand low latency and
substantial computational resources. Vehicular MEC systems
address these challenges by enabling nearby vehicles and edge
servers connected to BSs to share computing and storage
resources [189]. However, implementing this approach is
challenging due to the dynamic nature of network nodes,
fluctuating computing and energy loads, and high mobility,
which can lead to frequent network disruptions. By integrating
MEC with cellular-V2X (C-V2X), delay-sensitive services can
be efficiently delivered, mitigating the resource limitations of
individual vehicles. Since MEC servers have inherent con-
straints in computing, storage, and communication resources,
effective orchestration of multi-domain resources is essential
to ensure seamless service delivery.

The study in [190]] investigated training data generation
for offloading decisions and evaluated the role of DTs in
MEC, with a focus on minimizing download delays and
service relocation costs. These systems utilize enhanced Actor-
Critic learning and Lyapunov optimization to reduce offloading
delays, failure rates, and operational migration overhead.



TABLE IX: Different types of Edge Computing and Distributed Intelligence Technologies for Failure Mitigation

Architecture Type Failure Types

5G/6G Technologies

Countermeasures for Failure

Resource limitations, frequent
network disruptions, offload-
ing delays, operational migra-
tion overhead, service failures

MEC-based resource
balancing

MEC, C-V2X, DT, NFV, SFC

Effective orchestration of multi-domain resources,
optimized MEC offloading decisions, enhanced
Actor-Critic learning, Lyapunov optimization, semi-
Markov model for reliability assessment [77], [78],
1189]-[191]

Network
5G networks

Privacy leakage failures, au-

FL for predictive thentication failures

failure analysis

slicing, FL-empowered

DRL framework, coordinated security orchestration
architecture, proactive security measures [95]], [186],
1192]-[[194]

Simulating rare events, cascad-

Hybrid reinforcement ing faults

learning for fault
tolerance

Quantum learning, user-centric net-
work, Industry 4.0

Efficient construction and migration of user-centric
environment, dynamic knowledge graph construc-
tion, meta-heuristics, fuzzing, DRL [57], [123],
[128]], [[140], [195]-{200]

The integration of MEC and NFV facilitates the execution
of customized services structured as service functions (SFs).
The study in [[77] identified memory-related software aging
in SFs as a critical threat that increases failure risks, sig-
nificantly compromising MEC-SFC reliability. By leveraging
MEC and network slicing, mobile networks can meet stringent
QoS requirements while reducing the likelihood of service
failures [78]]. In 5G core networks, preventing service disrup-
tions requires operators to strike a balance between cost and
reliability [191]. Networks lacking redundancy may struggle
to maintain consistent reliability, highlighting the need for
strategic resource allocation.

The study in [[77] developed a semi-Markov model to assess
the transient availability and steady-state dependability of
MEC-SFC services, considering complex aging, failure, and
recovery dynamics. Similarly, Chantre et al. [78] explored
efficient MEC and slice placement in 5G networks under a
1: N : K protection scheme, striving for an optimal balance
between high reliability, low latency, and cost efficiency.

2) Federated Learning for Predictive Failure Analysis:
FL enables decentralized Al-driven network monitoring by
allowing clients to collaboratively train models without sharing
raw data [205[. In Al-driven networks, personalized FL (pFL)
bolsters privacy safeguards by employing differential privacy
(DP) techniques [206]. These techniques introduce noise into
model updates to offer customized privacy levels for each user.
User-centric DP-based FL. methods enable individuals to de-
fine their own privacy settings [[207]—[210]]. This allows for the
optimization of model performance while striking a balance
between privacy requirements and model utility/accuracy.

As a feature of 5G, network slicing allows multiple virtual
networks to operate on a single physical infrastructure tailored
to different services or customer needs [192], [193]. This
granularity introduces security concerns. The existing works
on FL-empowered 5G network issues investigate privacy leak-
age failures [[194]. The joint research on FL and network
slicing [95] investigated privacy leakage failures.

To address authentication failures in FL, a new approach
was presented in [186], where a deep reinforcement learning
(DRL) framework dynamically selects a trusted participant
and employs unsupervised learning to identify malicious par-
ticipants, enhancing security. In [95], coordinated security
orchestration was developed based on FL to manage security
operations within a slicing ecosystem centrally. This architec-

ture preserves data privacy while enabling proactive security
measures. It enhances a steady security level independent of
the slicing strategy.

3) Hybrid Reinforcement Learning for Fault Tolerance:
Hybrid reinforcement learning enables self-adaptive traffic
rerouting, allowing networks to dynamically adjust traffic
paths in response to failures and maintain connectivity and
service continuity. New architectures, algorithms, and the
integration of technologies, e.g., quantum learning and DTs,
are interesting [[123]]. Creating a user-centric environment that
adapts to the dynamic nature of a network of networks is
crucial for connectivity and service continuity [[195].

The demands of Industry 4.0 place stringent criteria on
5G systems, necessitating high reliability, availability, and
low latency. However, it was noted in [[140] that training
reinforcement learning algorithms and simulating rare events
require access to diverse failure data. A key component of
cellular core networks is the control plane. The reliability of
end-user applications is directly affected by the time required
for cellular control plane operation [[196].

Enhancing knowledge graphs with fault attributes and rule-
based patterns increases their semantic expressiveness and in-
ferential reasoning capabilities [[197]], [198]]. Constructing and
updating multi-tiered knowledge graphs involves continuously
extracting fault risk information from communication data.
Identifying and localizing cascading faults within the graph
may use accumulated knowledge, patterns, and rules, and em-
ploy meta-heuristics, e.g., fuzzing [57], [199] or DRL [128],
[200], to deduce typical structures and anomalies.

V. STANDARDIZATION EFFORTS

This section encompasses the global initiatives to mitigate
failures in 6G. Organizations like the International Telecom-
munications Union (ITU), Alliance for Telecommunications
Industry Solutions (ATIS), and 3rd Generation Partnership
Project (3GPP) have been developing standards tailored to ad-
dress 6G network diagnostics and energy efficiency. The IEEE
and Next Generation Mobile Networks (NGMN) Alliance have
contributed to communication reliability and radio link failure,
respectively. Table [X] compares the standardizations on failure
analysis and prevention.

A. Earlier Standardization Efforts

1) ITU: In January 2020, ITU-T released standards on
intelligent network analytics and diagnostics, delving into



TABLE X: Comparison of standardization activities on failure analysis and prevention

Org. Key Contributions Noteworthy Standards
ITU o Standards on intelligent network analytics and diagnostics. ITU-T standards on network failure analysis, mobile
o Mobile network energy efficiency assessment. network energy efficiency, and equipment manage-
o Common equipment management function requirements. ment.
ATIS o Examination of resilience against equipment failures. Resilience against equipment failures on trust, secu-
o Report on “Trust, Security, and Resilience for 6G Systems.” rity, and resilience for 6G.
3GpPP o Standardized NF Service and User Plane Path Failures. 3GPP standards addressing various aspects of net-
o Release-17 with failure prediction and data analytics. work failures, including Release-15, Release-16, and
o Standards on digital cellular telecommunications, NG-RAN, UE ongoing efforts in Release-17.
conformance, and radio transmission.
IEEE o Standards on failure analysis for maintenance, reliability, predictions,  IEEE standards covering failure analysis and signif-
and assessment. icant conferences on related topics.
o Organized Asian Test Symposium and the International Symposium
on Physical and Failure Analysis of Integrated Circuits.
NGMN o Testing framework for 5G pre-commercial networks. NGMN contributions include a testing framework for
e Standard on 5G trust, incl. service trustworthiness failure. 5G networks and a standard on 5G trust.
WWRF o Published an outlook report on a simulation tool for mobile com- WWRF’s outlook report on a simulation tool for
munication system reliability. reliability in mobile communication systems.
One6G o Publications discussing mechanisms against server failures, draw-  One6G publications on mechanisms against server

backs of single-point failures, and the role of failure tolerance.

failures and the role of failure tolerance in 6G.

network failure analysis. By September 2020, ITU-T standard-
ized mobile network energy efficiency assessment, discussing
failures like handover and coverage issues, and computational
solution failure rates. October 2020 saw ITU-T standardize
equipment management function requirements, focusing on
hardware failures, e.g., transmission and link issues, and
failure localization and detection strategies.

Transitioning from ITU’s efforts, the ATIS also contributed
significantly. On March 22, 2022, ATIS examined resilience
against equipment failures due to unintentional disruptions in
critical infrastructure like power grids, telecommunications,
and finance systems. On August 18, 2022, ATIS released a
report on “Trust, Security, and Resilience for 6G Systems,’
targeting the mitigation of single-point failures in 6G systems.

2) 3GPP: The 3GPP’s Release-15 standardized network
function (NF) Service and User Plane Path Failures for
enhanced detection and prevention [211]]. A work item for
Release-16, issued in 2018, agreed on radio link failure
issues to reduce connection interruption delays [212]. Release-
17, published in 2021, specified that failure prediction is
a key feature of management data analytics (MDA). 3GPP
TS 28.532 version 17.5.2 Release 17 standardized failure
reasons, statuses, and types for generic management service
configuration [213|].

July 2023 saw 3GPP release standards on digital cellular
telecommunications and mobile station conformance, detailing
failures like initialization, tunnel, handover, synchronization,
and TCP issues [214]]. In January 2023, 3GPP standardized
NG-RAN, focusing on positioning measurement and activa-
tion failures [215]. In the same month, standards on UE
conformance were released, addressing link, handover, and
connection establishment failures [216]. Another standard-
ization covered radio transmission, reception, and resource
management test cases, focusing on beam failure and recov-
ery [217]. Release-17 work plan included policy and charging
rules function (PCRF) failure and restoration. The recovery
of beam failure for supporting NR sidelink CA operation was
reported to be included in the upcoming Release-18 [218]].

3) IEEE: The IEEE has published standards on failure anal-
ysis for maintenance, reliability, predictions, and assessment in
communication support layers [219]]. They have also organized
significant conferences like the Asian Test Symposium (ATS)
and the International Symposium on Physical and Failure
Analysis of Integrated Circuits (IPFA) to discuss these issues.

4) NGMN: The NGMN Alliance has also been actively
involved in addressing network failures. In July 2019, NGMN
released a testing framework for 5G pre-commercial networks,
discussing radio link failure in NR service connectivity. On
July 26, 2021, NGMN released a standard on 5G trust,
focusing on service trustworthiness failure [220].

5) Other Standardization Activities: In February 2022, the
Wireless World Research Forum (WWRF) published an out-
look report, mentioning their independent evaluation group
(IEG)’s design of a simulation tool for mobile communi-
cation system reliability, addressing link-level and system-
level failures [221]]. In addition, One6G’s publications in June
and November 2022 and June 2023 discussed mechanisms
against server failures in 6G Vertical Use Cases, the drawbacks
of single-point failures in centralized architectures, and the
critical role of failure tolerance in communication systems for
6G and robotics [222]-[224].

B. Recent Efforts for Al Failures

The endogenous intelligent architecture and derivative Al-
empowered, advanced solutions, e.g., semantic communica-
tion [225]], are envisioned to be pervasively deployed in 6G.
Countries have initiated regulatory frameworks to responsibly
oversee Al development and application; see Table [XI]

1) USA: In the United States, the U.S. National Institute
of Standards and Technology (NIST) released a framework in
January 2023 for Artificial Intelligence Risk Management to
prevent various types of Al failures [35]. This initiative repre-
sents a significant step by the U.S. Department of Commerce
in addressing Al risks.

2) EU: The EU has been proactive in this regard. In Febru-
ary 2020, the EU released a white paper on Al to standardize
Al requirements and address its risks, promoting harmonized
Al development [226]]. By April 2021, the EU proposed



regulations to harmonize Al development, focusing on privacy,
security, and safety in managing critical infrastructure [36]]. On
June 14, 2023, the European Parliament adopted the Al Act,
moving towards a consensus among EU countries [227].

3) UK: In the United Kingdom, a pro-innovation ap-
proach to Al regulation was presented to Parliament in March
2023 [228]]. The UK’s policy balances AI’s risks and opportu-
nities, emphasizing safety, security, robustness, accountability,
governance, fairness, and contestability.

4) Canada: Canada has also been actively involved in
ensuring the ethical and responsible use of Al. Since March
2019, the Canadian government has released several proposals
and directives, including the Directive on Automated Decision-
Making in March 2019 [229] and the Guide on the use of
Generative Artificial Intelligence in September 2023 [230].

VI. LESSONS LEARNED AND OPEN CHALLENGES

This section summarizes the failure analysis and mitigation
lessons learned and challenges present; see Table [XII

1) Network Failures and Resilience in Interwoven Hetero-
geneous Networks: 6G technology is transcending the bound-
aries of traditional communication fields and integrating with
power networks, social networks, logistics networks [231]—
[234], and more to form a complex heterogeneous super-
network. The high reliability and low-latency requirements
of power networks drive 6G to enable precise control and
rapid response in smart grids, enhancing the stability and
efficiency of power systems. The diverse application scenarios
of social networks demand that 6G support massive device
connectivity and data interaction, prompting more flexible
and scalable network architectures. Meanwhile, the real-time
data transmission needs of logistics networks rely on 6G
to optimize supply chain management and improve logis-
tics efficiency and transparency. This deep integration poses
significant challenges, such as network compatibility, data
consistency, and resource allocation, which must be addressed
through innovative research.

2) Agent-Based Approaches for Communication Network
Resilience and Failure Identification: Although large language
models (LLMs) hold significant application value in com-
munication network failure identification [235] and network
resilience, they still face numerous challenges in the future.
On the one hand, data quality, privacy, and security issues
are prominent. Communication network data is complex and
voluminous, with problems such as noise, incompleteness,
and inaccuracy, which affect the diagnostic accuracy of the
models. On the other hand, there are shortcomings in model
performance, such as model hallucination, false alarms, and
lack of explainability, which make it difficult to gain user trust.
In network resilience assessment, there is a lack of unified
standards, and long-term effect assessment is difficult.

3) Establishing Standardized Procedure for xG Failure
Analysis and Prevention: Current works often tailor solutions
to specific failures within distinct application scenarios [89],
[146], [236], [237]. However, there is a critical need for a
comprehensive failure analysis and prevention procedure that
can be universally applied across various scenarios. Tailoring

these procedures to different application contexts remains a
crucial open issue that needs to be addressed to ensure the
reliability and efficiency of advanced communication systems.

4) Establishing xG Failure Datasets and Specifications:
Establishing failure datasets and specifications is crucial for
ensuring the reliability, efficiency, and security of advanced
communication systems [236]. Leveraging Al in this process
enhances the ability to identify, predict, and mitigate potential
issues. Imbalance in available data for training, validating, and
testing significantly affects Al performance in failure analysis,
particularly in xG networks [238]]. Negative-label (failure) data
is substantially insufficient compared to positive-label (nor-
mal) operation data, creating a skewed dataset that challenges
Al models to accurately detect and predict failures [239].
While recent Al approaches such as few-shot learning [240],
zero-shot learning [241], and meta-learning [242]] attempt
to address minor unimodal sample deficiencies, deploying
these methods in the complex and pluralistic 6G environment
remains a formidable challenge.

5) Developing Effective Approaches for Heterogeneous
Failure Data: The widespread interconnection of IoT devices
in XG results in vast amounts of multi-modal and hetero-
geneous data, presenting significant challenges for failure
detection and prevention [243]. Effective failure analysis in
XG networks requires handling diverse data types from vari-
ous sources, e.g., UEs, BSs, and network servers. Real-time
analytics platforms must scale to handle massive data volumes
and provide actionable insights for network optimization and
failure mitigation. Developing comprehensive frameworks that
unify these approaches will be key to maintaining the high
standards of reliability and performance required for xG.

6) Complicated Cascading or Concurrent Failures: In the
evolution towards xG networks, managing cascading and/or
concurrent failures, e.g., within more diverse and immer-
sive SAGSINS, is increasingly complex. Developing a failure
knowledge graph for SAGSINSs is essential. This can involve
creating a multi-tiered graph structure representing satellite,
aerial, terrestrial, and maritime networks [244]], [245]]. Nodes
represent entities like satellites, aircraft, BSs, routers, and
ocean buoys, with edges illustrating both intra- and inter-
stratum connectivity.

Enhancing the knowledge graph with fault attributes and
rule-based patterns increases its semantic expressiveness and
inferential reasoning capabilities [[197], [198]. Constructing
and updating the multi-tiered knowledge graph dynamically
involves continuously extracting fault risk information from
communication data using techniques, such as fuzzing [57],
[199] or DRL [128], [200].

7) Decentralized Failure Detection and Mitigation: Net-
works are anticipated to be highly distributed [238]. A crit-
ical focus area is the advancement of decentralized failure
detection and mitigation mechanisms, which must operate
autonomously across distributed networks to efficiently iden-
tify and diagnose failures in real time. The integration of
blockchain maintains an immutable record of system states and
events, essential for reliable post-mortem analysis and real-
time failure identification [182]]. This decentralized approach
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TABLE XI: Comparison of global initiatives on Al risk management

Country/Region Initiatives on AI Risk Management Key Regulations and Actions

USA NIST released a framework in January 2023 for AI Risk Manage-  Significant step by the U.S. Department of Com-
ment [35]. merce in addressing Al risks.

EU Released a white paper in February 2020 on Al to standardize AI ~ Proactive initiatives to harmonize Al development
requirements and address its risks [226]. Proposed regulations in  and regulate its risks, especially in managing critical
April 2021 focusing on privacy, security, and safety [[36]]. Adopted infrastructure.
the AI Act in June 2023 [227].

UK Presented a pro-innovation approach to Al regulation to Parlia-  Safety, security, robustness, accountability, gover-
ment in March 2023 [228]. nance, fairness, contestability, and redress.

Canada Released several proposals and directives, including the Directive  Actively involved in ensuring the ethical and respon-
on Automated Decision-Making [229] and the Guide on the use  sible use of Al, and managing Al-related risks.
of Generative Artificial Intelligence [230].

Other Global efforts with a growing awareness and proactive stance in  Acknowledges the importance of responsible Al de-

managing Al’s unique risks.

velopment and application globally.

aligns with the distributed nature of 6G and beyond and
enhances resilience against a single point of failure.

The development of lightweight algorithms and swift con-
sensus mechanisms is crucial to ensure system efficiency and
security, even under adverse network conditions [99]]. These
algorithms must be capable of rapidly processing vast amounts
of heterogeneous data generated by IoT devices, UEs, BSs,
and network servers in parallel, transforming it into actionable
insights for proactive maintenance [246], [247].

8) Data Recovery in Distributed Cloud Network Failure:
A promising avenue for future research in distributed cloud
frameworks, e.g., O-Cloud [177], is the enhancement of failure
recovery mechanisms, e.g., through advanced network coding.
The aim is to design systems that can autonomously distribute,
encode, and recover data across geographically dispersed
nodes in the face of node/link failures.

A significant challenge will be the development of scalable
and robust coding algorithms that can handle the increasing
complexity and heterogeneity of distributed cloud environ-
ments. This includes addressing issues such as varying net-
work topologies, diverse data types, and real-time processing
requirements. In addition, ensuring security and privacy during
the recovery process will be critical, necessitating the creation
of secure coding and transmission protocols.

9) Inter-Intra Operator Authentication Collaboration: A
critical challenge lies in developing a cross-carrier security
center that ensures seamless data handover, service continuity
during carrier transitions, and rigorous protection of user pri-
vacy. Central to this effort is a federated identity authentication
system that dynamically and securely manages user identities
across different network operators. New protocols must handle
identity verification and authentication across multiple carriers,
ensuring mutual trust and secure interactions between different
network operators. Advanced cryptographic primitives such as
homomorphic encryption [248]], zero-knowledge proofs [249],
and secure multi-party computation [250] are essential, allow-
ing for decentralized identifiers (DIDs) [251] and verifiable
credentials [252] without exposing sensitive information dur-
ing cross-carrier handovers. Lattice-based cryptography [253]]
can offer quantum-resistant security.

10) Heightened Risks from Emerging Technologies: Emerg-
ing technologies, such as O-RAN, RISs, integrated sensing

and communication (ISAC) [254], and quantum communica-
tion [255]], can be prone to the risks of failure due to their
complex nature. For instance, the disaggregated architecture
of O-RAN increases the complexity of interoperability, raising
concerns about software bugs and compatibility across multi-
vendor components [177]]. Hardware malfunctions, such as
defects in the meta-material elements and phase shifters,
can arise from environmental stressors or manufacturing
flaws [38]. Control system failures might occur due to soft-
ware bugs or algorithmic errors, leading to incorrect phase
adjustments and suboptimal signal reflections [38]].

Summary. To address these challenges, research efforts
should prioritize several key directions. New physics-oriented
modeling (e.g., for RISs), DT, real-time monitoring systems,
and analytics tools can provide comprehensive visibility into
system health and performance metrics across diverse oper-
ational environments. Adaptive fault-tolerant strategies (e.g.,
resilient architecture with redundancy strategies and failover
mechanisms) and self-healing mechanisms can autonomously
recover from failures. Furthermore, advancing quantum error
correction techniques and optimizing quantum hardware relia-
bility are imperative for the successful deployment of quantum
communication technologies.

VII. FUTURE DIRECTIONS IN NETWORK RESILIENCE

Future network resilience research is advancing through
several key areas aiming to greatly improve the resilience,
adaptability, and security of future network infrastructures.

A. Failure Analysis for Future 6G

Failure analysis in future 6G is anticipated to leverage Al-
driven predictive models, e.g., DT-based dynamic monitoring
approaches [38]], [71]], to address emerging challenges, such as
RIS errors [38] and open RAN security vulnerabilities [256].
Cross-domain analysis will be critical for managing interde-
pendencies between photonic, RF, and thermal systems in
terahertz communications. Yet, new frameworks of failure
analysis are needed for standardization and to address new
semiconductor failures, e.g., GaN-based device failure [257]],
[258]]. This multidisciplinary approach will be essential to



TABLE XII: Summary of challenges in xG failure analysis
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Challenge Current Limitations Potential Solutions Impacted Areas
Complex Existing architecture limitations and se-  Architecture innovation, AI integration, and Communication networks,
Heterogeneous curity/privacy issues multi-source coordinated control power networks, social

Network Integration

networks, logistics networks

Agent-Based

Data quality, privacy, security, model

Data management, model optimization, and as-

Communication network fail-

Approaches for  performance, agent collaboration, and  sessment standards ure identification, network re-
Network Resilience resilience assessment silience

Standardized A lack of a comprehensive guide for XxG =~ The development of a step-by-step standardized ~ Implementation, procedure de-
Procedures failure analysis procedure sign

Failure Datasets

Imbalanced data for specific failures
that hamper proposed solution evalua-
tion

The creation of standardized data sets for each
xG failure scenario; exploration of few-shot
learning for imbalanced data

Data collection, evaluation, Al,
data balance

Heterogeneous Data

A lack of lightweight models for di-
verse data sources

The investigation and development of
lightweight AI models for diverse data
handling

Data handling, AI model de-
sign

Complicated Multiple
Failures

Coordinated failures in xG that require
efficient identification

The development of a specific failure knowledge
graph to identify and distinguish complex fail-
ures

System coordination, failure
discrimination

Decentralized Failure
Detection and Mitiga-
tion

To identify and diagnose single points
of failure in real-time across distributed
networks; incapable of rapidly process-
ing vast amounts of heterogeneous data

The integration of blockchain technology, the
development of lightweight algorithms, and
swift consensus mechanisms

Proactive maintenance

Data Recovery in Dis-
tributed Cloud Net-
work Failure

Incapable of transacting data across ge-
ographically dispersed nodes in the face
of node or link failures

The development of scalable and robust network
coding algorithms

Network topology, transmis-
sion protocols

Inter-Intra  Operator
Authentication  and
Collaboration

A lack of a cross-carrier security center
that ensures seamless data handover,
service continuity during carrier transi-
tions, and protection of user privacy

The creation of a federated identity authentica-
tion system and advanced cryptographic algo-
rithms development

Authentication protocols

Risks Arising from
Emerging Technolo-
gies

A lack of handling risks of failure due
to the complex and innovative nature of
emerging technologies

Physics-oriented modeling, adaptive fault-
tolerant strategies, and advancing quantum error
correction techniques

Network architecture, opera-
tional environments
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Fig. 9: Mlustration of V2X channel scheduling . A branch-lane
vehicle is modeled as a DRL agent, which learns from environmental
data obtained via a simulator. The DRL agent’s state indicates traffic
flow in ramps, action dictates vehicle merging decisions, and the
reward is a weighted sum of average traffic speeds. The training
process involves an experience replay buffer, a target network, and
an evaluate network. The DRL output guides vehicles in the ramp
area for efficient merging.

maintain the ultra-reliable performance of future 6G sys-
tems amid growing requirements on terabit speed and sub-
millisecond latency in Al-native communication networks.

B. Resilient Digital Twin for 6G

DTs create high-fidelity virtual replicas of physical net-
work components, and facilitate risk-free testing of emerging
6G technologies, e.g., RISs, adapting to evolving conditions
while maintaining performance and reliability. While RISs
offer unprecedented control over wireless environments, their
deployment depends on hardware reliability. Due to their
sub-wavelength metasurface structures, RISs are vulnerable
to environmental factors (e.g., temperature, humidity, and
mechanical stress), which can induce hardware impairments
and degrade performance over time. DTs can model these vul-
nerabilities by mirroring the real-time state of RIS elements,
using statistical or physics-based approaches.

DT integration faces two challenges: identifying applicable
DT capabilities and translating them into tangible performance
gains [71]]. To address these, Cai et al. proposed a DT
and MEC-synergized architecture supporting human-machine
interaction, vehicle failure detection, and traffic pattern analy-
sis, as shown in Fig. [9] 6G is expected to enhance security
through distributed identity management [158]], blockchain-
enabled dynamic network reconfiguration 123, and DT-based
predictive failure analysis [71]]. The transformative integration
of Al in 6G raises security concerns; defense mechanisms
against adversarial attacks are needed to ensure secure Al
operations [[112]], [172], [259].

Robust security solutions are crucial for 6G’s cross-industry
deployment. Addressing sophisticated attacks, such as poison-
ing in FL [186]], requires predictive DT capabilities combined
with advanced detection algorithms [100]. Optimal model
aggregation for secure network slicing and health mon-



itoring with strong authentication [260] will be essential to
prevent service disruptions in Industry 4.0.

C. Quantum-Secure Networks

Quantum communication faces challenges that can lead
to its failure [261]]. Quantum secure direct communication
(QSDC) allows for direct and confidential exchanges over a
quantum channel without the need for a key agreement chan-
nel, as required in QKD protocols [41]. However, the practical
implementation of QSDC is hindered by its dependence on
quantum memory, the risk of immediate communication inter-
ruption due to eavesdropping, and low transmission reliability
caused by significant qubit losses [41]].

A recent QSDC protocol, termed Quantum-Memory-Free
DL04 QSDC (QMF-DL04 QSDC) [41], incorporates dynamic
joint encryption and error-control (JEEC) coding to achieve
a high-accuracy secrecy capacity estimate. It enhances the
robustness of the original DL04 QSDC, with improved secure
information rate and communication distance. The integration
of quantum sampling-based entropic uncertainty relations fur-
ther fortifies the security of quantum cryptographic systems,
offering a promising approach for deriving proofs of security
across a variety of quantum communication scenarios [262].

Quantum communication faces challenges, such as quantum
bit errors [41]], decoherence [263]], and environmental sensitiv-
ities [264], necessitating robust error correction mechanisms
and resilient hardware designs. To address these challenges,
advancing quantum error correction techniques and optimizing
quantum hardware reliability are imperative for the successful
deployment of quantum communication technologies [255]].

D. Bio-Inspired Resilience

Biological systems, such as neural circuits and ecological
networks, exhibit high resilience and adaptability through
mechanisms of decentralized control, local information ex-
change, and emergent behavior. By translating these principles
into engineered systems, network architectures can achieve im-
proved scalability, fault tolerance, and operational efficiency.
Such bio-inspired designs enable dynamic reconfiguration in
response to environmental variations and system perturbations,
facilitating autonomous recovery and sustained performance
on complex and uncertain conditions. Wang et al. [265]]
introduced the artificial rabbits optimization algorithm, in-
spired by rabbits’ survival strategies, to solve engineering
optimization problems, demonstrating superior performance
in benchmark functions and real-world applications like fault
diagnosis. Soundarayaa and Balasubramanian [266] proposed
a Komodo Mlipir algorithm-based optimal route determina-
tion mechanism to enhance QoS in VANETSs by optimizing
routing paths and minimizing communication overhead and
latency. Dixit and Kumar Singh [267|] developed a hybrid bio-
inspired model called BMUDF for fault-aware UAV routing,
using a combination of particle swarm optimization (PSO),
genetic algorithm (GA), and grey wolf optimization (GWO)
to optimize routing paths and improve QoS metrics like delay,
energy consumption, and throughput.
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E. Human-Centric Network Resilience

Human-centric network resilience emphasizes the adapta-
tion to socio-technical disruptions by aligning network perfor-
mance with user needs and expectations. This approach priori-
tizes the design of fail-safe mechanisms that preserve essential
functionalities under adverse conditions, thereby enhancing
system reliability, user trust, and overall quality of experience.
Xu and Zhang [268] conducted a statistical analysis of China’s
air traffic data to investigate the resilience of air transport net-
works, proposing a resilience metric and analyzing the causal
relationships in delay propagation networks using the Granger
causality test to understand the system’s recovery patterns and
resilience loss. Charitoudi and Blyth [269]] proposed an agent-
based socio-technical approach for assessing the impact of
cyber attacks on critical information infrastructures, integrat-
ing responsibilities and dependencies across supply chains into
a socio-technical model to provide situational awareness and
enhance cyber defense capabilities.

VIII. CONCLUSION

To build resilient xG infrastructures, we advocate for a
network science-driven approach that integrates graph theory,
Al, and decentralized architectures. Graph theory provides
a foundation for modeling complex network structures and
analyzing their properties, such as connectivity, robustness,
and scalability, while Al particularly ML and GNNs, enables
dynamic optimization and real-time decision-making, allowing
systems to adapt to changing conditions and recover quickly
from failures. Decentralized architectures further enhance re-
silience by eliminating single points of failure and enabling
distributed coordination and control, which is critical for
maintaining functionality during large-scale disruptions.

Future research must focus on three key areas: failure
prediction, adaptive topologies, and cyber-physical resilience.
This includes developing advanced AI models to predict
failures by identifying patterns in network data, designing
adaptive topologies that dynamically reconfigure themselves in
response to disruptions, and integrating network science with
control theory to ensure the stability of physical infrastructure
and cyber systems during cascading failures. By combining
these approaches, we can create xG infrastructures that are
resilient, adaptable, and scalable for future challenges.
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